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STATEMENT OF FACTS IN SUPPORT OF FILING ON BEHALF OF NON-SIGNING 
INVENTORS WHO REFUSE TO SIGN (37 CFR S lAim 



This statement is made as to the facts that are reUed upon to estabhsh the diligent effort to 
secure the execution of the declaration by the non-signing inventors for the above-identified 
patent application. This statement is being made by the available person having first-hand 
knowledge of the facts recited herein. 

The patent application titled "DATA VALIDATION SYSTEMS AND METHODS 
FOR FINANCIAL TRANSACTIONS" (Attorney Docket 1DATA.095A) was drafted while 
inventors Boris Belyi and Sharat Shankar were employed by First Data Corporation, the intended 
assignee. 

Both inventors were provided with copies of the filed application. Also, pursuant to 
complying with the Notices to File Missing Parts, inventors Boris Belyi and Sharat Shankar were 
provided with the inventor declaration, and repeatedly notified as to the need for their signatures. 

Mr. Belyi has indicated that he reviewed the application, but is unwilling to sign the 
declaration unless Mr. Shankar signs. Mr. Shankar has indicated that he is unwilling to review 
the application or sign the declaration. Consequently, neither inventor has retumed the signed 
declaration. 
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AppL No, : 10/671,001 

Filed : September 25, 2003 

The following pertinent facts and supporting documents show that both inventors were 
provided with the application and the declaration, and that both inventors refuse to sign the 
declaration: 

On November 17, 2003, Jeffrey Hopkins of Knobbe Martens Olson & Bear sent packets 
of documents separately to Mr. Belyi and Mr. Shankar. Each packet contained a cover letter, a 
copy of the patent application, as well as Declaration, and Assignment documents. 

Exhibit 1 contains the documents sent to Mr. Belyi on November 17, 2003 and the 
associated FedEx FedEx delivery confirmation. Exhibit 2 contains the documents sent to Mr. 
Shankar on November 17, 2003 and the associated Fed Ex delivery confirmation. 

On January 8, 2004, Mr. Hopkins sent another set of Declaration and Assignment 
documents to Mr. Belyi and Mr. Shankar. Exhibit 3 contains the documents sent to Mr. Belyi on 
January 8, 2004 and the associated FedEx delivery confirmation. Exhibit 4 contains the 
documents sent to Mr. Shankar on January 8, 2004 and the associated FedEx delivery 
confirmation. 

On April 14, 2004, Mr. Hopkins sent another copy of the filed appUcation, the 
Declaration and the Assignment documents to Mr. Shankar at his new address. Exhibit 5 
contains the letter sent to Mr. Shankar and the associated FedEx delivery confirmation. It is my 
understanding that on April 21, 2004, Mr. Hopkins contacted Mr. Belyi by telephone to discuss 
the execution of the Declaration. Mr. Belyi indicated that he reviewed the patent application and 
stated that he would sign the declaration if Mr. Shankar also signs the declaration. 

It is my understanding that on April 22, 2004, James Chang of Knobbe Martens Olson & 
Bear called Mr. Shankar and Mr. Belyi separately to discuss the execution of the Declaration and 
Assignment documents. Both calls were directed to voicemails. Mr. Chang left a request for a 
call back to discuss the matter. 

It is my understanding that on or about April 23, 2004, Mr. Shankar called Mr. Chang and 
stated that he was refusing to sign. He also stated that he will contact John King of Knobbe, 
Martens, Olson & Bear, LLP to discuss the matter. 

Between April 23, 2004 and May 18, 2004, Mr. King tried several times to contact Mr. 
Shankar. 



Appl. No. : 10/671,001 
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On May 18, 2004, Mr. King contacted Mr. Shankar on the telephone. Mr. Shankar stated 
that he will not review the application or sign any related documents unless he is compensated by 
First Data Corporation to do so. 



Dated: 
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PETITION TO FILE DECLARATION ON BEHALF OF NON-SIGNING INVENTORS WHO 



Commissioner for Patents 
P.O. Box 1450 
Arlington, VA 22313-1450 

Dear Sir: 

In response to the Notice to File Missing Parts mailed December 19, 2003, the intended 
Assignee ("Applicant") hereby petitions under the provisions 37 C.F.R. § 1.47(b), that the 
Commissioner grant the filing date and examine the above-identified patent application despite 
the fact that both of the two joint inventors named in this application are unwiUing to execute 
such oaths or declarations in accordance with 37 C.F.R. § 1.63. In support of this petition. 
Applicant provides the following: 



The above-identified Application was initiated while joint inventors Boris Belyi and 
Sharat Shankar were employees of the Applicant. A diligent effort has been made to obtain 
assistance and signatures of Mr. Belyi and Mr. Shankar in the prosecution of this Apphcation. A 
copy of the patent application was provided to both inventors and the inventors were repeatedly 
contacted regarding signing the associated "Declaration of Inventorship". Both inventors, 
however, refiise to execute the Declaration of Inventorship. 



REFUSE TO SIGN UNDER 37 CFR S 1.47fb^ 



SUMMARY OF THE PETITION 
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Part of the inventors' employment agreement with the Applicant was that all inventions 
relating to all aspects of the employer's business belong to the employer, and the subject matter 
of this Application is closely related to Applicant's business. Thus, Applicant owns all and any 
rights associated with this Application. Applicant respectfully requests that it be allowed to 
preserve the pendency of this Application by being allowed to prosecute this Application without 
the signatures of the inventors who are refusing to assist and sign. 

STATEMENT OF FACTS 
Applicant submits herewith a Declaration by John R. King in Support of Petition to File 
Declaration on Behalf of Non-Signing Inventors Who Refuse to Sign Under 37 CFR § 1.47(b). 
Exhibits 1 to 3 support the facts recited in the statement. 

OWNERSHIP OF THE PATENT APPLICATION 
Applicant submits herewith, as Exhibit A, a copy of relevant excerpts (cover page and 
page 17) from a TeleCheck Employee Handbook that was in effect at the time of Mr. Belyi's and 
Mr. Shankar's employment. TeleCheck, Inc. is a First Data Corporation Company. As the 
Employee Handbook indicates, all inventions that relate to TeleCheck products, services, systems 
or other aspects of the Company business, are the property of TeleCheck, and therefore the 
property of First Data Corporation. 

LAST KNOWN ADDRESS OF THE INVENTORS 
The last known address of Mr. Belyi, one of the two non-signing inventors, is: 5740 

Braesvalley Drive, Houston, TX 77096. Mr. Belyi's citizenship has not been disclosed. 

The last known address of Mr. Shankar, the other of the two non-signing inventors, is: 

10744 Middlebury Way, Littleton, CO 80126. Mr. Shankar is a citizen of India. 

CONCLUSION 

Based on the foregoing, it is submitted that a diligent effort has been made to obtain Mr. 
Belyi's and Mr. Shankar's signatures on the Declaration of Inventorship within the statutory 
period. It is also submitted that the above-identified patent appHcation is owned by First Data 
Corporation. 
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Applicant respectfully requests that this petition be granted and that an officer of First 
Data Corporation be allowed to prosecute the above-identified patent application without the 
signatures of Mr. Belyi and Mr. Shankar, thereby preserving the pendency of the patent 
application. A fee set forth in 37 C.F.R. § 1.17(h) accompanies this petition. If there are any 
obstacles to a prompt approval of this petition, the Patent and Trademark Office is invited to call 
the undersigned attomey. 

Respectfully submitted, 

KNOBBE MARTENS OLSON & BEAR, LLP 



Dated: Qp/q/oH By: 




John R. King 
Registration No. 34,362 
Attomey of Record 
2040 Main Street 
Fourteenth Floor 
frvine,CA 92^14 
Tel. (949)760-0404 
Fax. (949)760-9502 
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This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 



BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the apphcant. 

Defects in the images may include (but are not limited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

. BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 

IMAGES ARE BEST AVAILABLE COPY. 

As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 




TeleCheck 



® 



Employee Handbook 



June 2002 



I 



The Immigralion Reform and Control Ad of 1986 (IRCA) prohibits employers from knowingly hiring or recruiting an alien not authorized lo 
\ivorlc in the United States. It additionally requires that employers verify the work authorization of aB employees and attest in writ'ng that 
verification was seen. The written verification is completed on an 1-9 form and documentation necessary to verify is noted on the t^ack of the 
form. 

All new emptoyees have three business days from their first day of work to provkJe proof of eDgibility and identity. It is the responsibility of the 
person doing the new hire orientation to obtain the appropriate documentation within three (3) business days after employee begins 
employment. If an employee fails to provide the appropriate do^njmenfation within such "timeframe. Human Resources should be contacted 
immediately. Documentation must be fully completed. 1-9 Fonns and copies of the documentation will be returned vrilh new hire 
Information to IHuman Resources. Human Resources w9 maintain this documentation in a separate file. 

Periodfoally, Human Resources wDI conduct an audit of 1-9 fomis. In some cases, additional documentation may be required of a current 
employee. Employees must comply with any such requesb or they wiB be suspendsd until appropriate documentation is pnnrided. 



Inventions and Patents 



TeleCheck recognizes that employees conceive new ideas, methods, concepts, produds or systems while on the job. All such ideas, 
improvemente. inventions and discoveries that relate to TeleChedc products, services, systems or other aspects of the Company business, 
fegardless of wheher patented or copyrighted, are the property of TeteCheck. 



Information about TeleCheck's opinions and poGcies should be released to the medta only by those with specific authority to do so. it Is 
Company poDcy to never discuss details of specific customer or employee relationships with anyone outside of the oiganizatlon. All 
informatton releases must be discussed with Public Relations prior to release. Contacts from the medta should be referred Immediately to 
Public Relations. 
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FedEx Express 
Customer Support Trace 
3675 Airways Boulevard 
Module H. 4th Floor 
Memphrs.TN 36116 



4/13/2004 
Dear Customer 



U.S. Mail: PO Box 727 
Memphis, IN 38194-4643 

Telephone: 901-369-3600 



Here is the proof of delivery for the shipment with tracking number 842567514892. The shipment 
was released without signature as authorized by the shipper/recipient 



Delivery Information: 



signed For By: J.EFF HOPKINS 
Delivery Location: 5740 BRAESVALLEY 
DelWery Date: November 18, 2003 
Delivery Time: 0953 



Shipping Information: 



Tracking No: 642567514892 

Recipient: 
BORIS BELYI 

6740 BROESVALI-EY DRIVCE 

HOUSTON, TX 77096 

US 



Ship Date: November 17, 2003 

Shipper: 

JEFF HOPKINS 

KNOBBE MARTENS OLSON & BEAR 
3403 10THSTSTE700 
RIVERSIDE. OA 925013641 
US 



Shipment Reference Infomiatlon: 10ATA 043A 



Thank you for choosing FedEx Express. We loolc forward to worlcing with you In the future. 

FedEx Worldwide Customer Service 
1-800-Go-FedEx€^ 

Reference No.: R2004041300122423431 



htto://wvvw,fedex.com/cei-bin/sDod 



4/13/2004 



Mbe Manens OUn & Beap up 



Int9ll$ctual Property Law 



SmTen^StTBBt 
Su!t9 700 

Te!m781-923i 
Faxm761'4S07 
wmJanob.com 



November 17, 2003 
VIA FEDERAL EXPRESS 



Mr. Boris Beiyi 

5740 Braesvalley Drive 

Houston, TX 77096 

Re: U.S. Fateat Applications for: 

"DATA VALIDATION SYSTEMS AND METHODS FOR FINANCIAL 
TRANSACTIONS" 

U.S. Application No.: 10/671,001 
Filed: September 25, 2003 
Our Reference: 1DATA.095A 

«DATA VALIDATION SYSTEMS AND METHODS FOR USE IN 
FINANCIAL TRANSACTIONS" 
U.S. Application No.: 10/671,000 
Filed: Septemb^ 25, 2003 
Our Reference: 1DATA043A 

Dear Mr. Belyi: 

In order to expedite the filing of tiiese applications and secure filing dates, the 
applications v/ere submitted to the U.S. Patent and Tradomark OflBce CTJSPTO'O unsigned. To 
maintain the filing dates and sustain the pendency of the applications, the enclosed documents 
must be executed and filed in the U.S. Patent and Trademark Office. 

Please review, complete and sign the enclosed Declaration by Diventors and Assigmnent 
and return them to me in the enclosed envelope for filing in the U.S. Patent and Trademark 
OfBce. The documents should only be signed if they are accurate and complete in their present 
form. Please note that the Assignment should be notarized. I have enclosed copies of the 
applications as filed for your refermce. 



Omge County SanDlogo San Francisco Los Angelas San Luis Obispo 

949-760-0404 619-236^550 415-954-4114 31045U3450 805-547-5580 




Mr. Boris Belyi 
November 17, 2003 
Page -2- 

If you have any questions, please call. 

Sincerely, 

Jeffrey A. Hopkins 
Patent Agent 

Enclosures 
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Attorney's Jocket No. 1DATA.043A 



DECLARATION - USA PATENT APPLICATION 
As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name; 

I believe I am an original, first and joint inventor of the subject matter which is claimed 
and for which a patent is sought on the invention entitled DATA VALIDATION SYSTEMS 
AND METHODS FOR USB IN FINANCIAL TRANSACTIONS; the specification of which 
was filed on September 25, 2003 as Application Serial No. 10/671,000. 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by any amendment referred to above; 

I acknowledge tiie duty to disclose information which is material to patentability as 
defmed in Title 37, Code of Fed«:al Regulations, § L56; 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and belief are believed to be true; and fiuther that these 
statements were made with the knowledge that willfiil false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of Ibe United States 
Code and that such willfiil, false statements may jeopardize the validity of the application or any 
patent issued thereon. 



Full name of first inventor: Boris Belyi 

Inventor's signature 

Date - ■ 

Residence: 5740 Braesvalley Drive, Houston, Texas 77096 

Citizenship: 

Post Office Address: 5740 Braesvalley Drive, Houston, Texas 77096 
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Attorneys ticket No. 1DATA,043A 



Full name of second inventor: Sharat Shankar 

Inventor's signature 

Date 

Residence: 9406 Meadowcraft, Houston, Texas 77063 
Citizenship: India 

Post Office Address: 9406 Meadowcraft, Houston, Texas 77063 



Send Correspondence To: 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

Customer No. 20,995 
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/ PATENT 

Application No,: 10/671,000 Client Code: 1DATA043A 

Filing Date: September 25, 2003 Page I 

ASSIGNMENT 

WHEREAS, We, Boris Belyi, a citizen of , residing at 5740 BraesvaUey Drive, 

Houston, Texas 77096 and Sharat Shankar, a citizen of India, residing at 9406 Meadowcraft, Houston, Texas 77063, have 
invented certain new and useful improvements in DATA VALIDATION SYSTEMS AND METHODS FOR USE IN 
FINANCIAL TRANSACTIONS for whidi we have filed an application for Letters Patent in die United States, Application 
No. 10/671,000, filed September 25, 2003; 

AND WHEREAS, First Data Corporation (hereinafter "ASSIGNEE"), a Delaware Corporation, with its principal 
place of business at 12500 East Belford Avenue, Suite M21A2, Englewood, CO 801 12-5939, desires to acquire the entire 
right, title, and interest in and to the said improvements and die said Application: 

NOW, THEREFORE, in consideration of good and valuable consideration, die receipt of which is hereby 
acknowledged, we, die said inventors, do hereby acknowledge diat we have sold, assigned, transferred and set over, and by 
these presents do hereby sell, assign, transfer and set over, unto the said ASSIGNEE, its successors, legal representatives 
and assigns, the entire right, tide, and interest throughout the world in, to and under the said improvements, and the said 
application and all provisional applications relating thereto, and all divisions, renewals and continuations thereof, and all 
Letters Patent of the United States which may be granted thereon and all reissues and extensions diereof, and all rights of 
priority under Intemational Conventions and applications for Letters Patent which may hereafter be filed for said 
improvements in any country or countries foreign to the United States, and all Letters Patent which may be granted for said 
improvements in any country or countries foreign to the United States and all extensions, renewals and reissues diereof; 
and we hereby authorize and request the Commissioner of Patents of die United States, and any Official of any country or 
countries foreign to die United States, whose duty it is to issue patents on applications as aforesaid, to issue all Letters 
Pat^t for said improvements to die said ASSIGNEE, its successors, legal representatives and assigns, in accordance widi 
die terms of this instrument 

AND WE HEREBY covenant and agree diat we will communicate to die said ASSIGNEE, its successors, legal 
representatives and assigns, any facts known to us respecting said improvements, and testify in any legal proceeding, sign 
all lawful papers, execute all divisional, continuixig and reissue applications, make all rightful oaths and generally do 
everything possible to aid die said ASSIGNEE, its successors, legal representatives and assigns, to obtam and enforce 
proper patent protection for said in^rovements in all countries. 

IN TESTIMONY WHEREOF, I hereunto set my hand and seal tfiis day of , 20_, 



Boris Beiyi 

STATEOF 1 

} SB. 

COUNTY OF J 

On , before me, : , personally appeared Boris Belyi 

personally known to me (or proved to me on the basis of satisfactory evidence) to be the person(s) whose name(s) is/are 
subscribed to the within instrument, and adaiowledged to me that he executed the same in his authorized capacity(ies), and 
that by bis signature(s) on the instrument die person(s), or die entity upon behalf of which the person(s) acted, executed die 
instrument 

WITNESS my hand and official seal. 



[SEAL] 



Not^ Signature 



^plication No.: 10/671,000 
Filing Date: September 25» 2003 



PATENT 
CUentCode: 1DATA:043A 
Page 2 



IN TESTIMONY WHEREOF, I hereunto set my hand and seal this . 



.day of _ 



_,20_. 



Sharat Shankar 



STATE OF 
COUNTY OF 
On 



before me, 



personally appeared Sharat Sha^ikar 



personally known to me (or proved to me on the basis of satisfactory evidence) to be &e person(s) whose name(s) is/are 
subscribed to fee within instrument, and acknowledged to me feat he executed fee same in his aufeprized capacity(ies), and 
feat by his signature(s) on fee instrument fee person(s), or fee entity upon behalf of which fee person(s) acted, executed fee 
instrum^t 



WITNESS my hand and official seal. 



[SEAL] 



Notary Signature 



R:\DOCS\JQmjQH-1582.DOC:lw 
111703 



Pagel 



Attomey'& J)cketNo, 1DATA.095A 



DECLARATION - USA PATENT APPLICATION 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name; 

I believe I am an original, first and joint inventor of the subject matter which is claimed 
and for which a patent is sought on the invention entitled DATA VALIDATION SYSTEMS 
AND METHODS FOR FINANCIAL TRANSACTIONS; the specification of which was filed on 
September 25, 2003 as Application Serial No. 10/671,001. 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by any amendment referred to above; 

I acknowledge the duty to disclose information which is material to patentability as 
defined in Title 37, Code of Federal Regulations, § 1.56; 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and belief are believed to be true; and iurther that these 
statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willful, false statements may jeopardize the validity of the application or any 
patent issued thereon. 



Full name of first inventor: Boris Beiyi 

Inventor's signature 

Date I 

Residence: 5740 Braesvalley Drive, Houston, Texas 77096 

Citizenship: 

Post Office Address: 5740 Braesvalley Drive, Houston, Texas 77096 
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Attorney's ^tcket No. 1DATA:095A 



Full name of second inventor: Sharat Shankar 

Inventor's signature ^ 

Date 

Residence: 9406 Meadowcraft, Houston, Texas 77063 
Citizenship: India 

Post Office Address: 9406 Meadowcraft, Houston, Texas 77063 



Send Correspondence To: 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

Customer No. 20,995 
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Application No.: 10/671,001 
Piling Date: Sq>tember 25, 2003 



PATENT 
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ASSIGNMENT 

WHEREAS, We, Boris Belyi, a citizen of , , residing at 5740 Braesvalley Drive, 

Houston, Texas 77096 and Sharat Shankar, a citizen of Iniia, residing at 9406 Meadowcraft, Houston, Texas 77063, have 
invented certain new and useful improvements in DATA VALIDATION SYSTEMS AND METHODS FOR FINANCIAL 
TRANSACTIONS for which we have filed an application for Letters Patent in the United States, Application No. 
10/671,001, filed September 25, 2003; 

AND WHEREAS, First Data Corporation (hereinafter "ASSIGNEE"), a Delaware Corporation, with its principal 
place of business at 12500 East Bclford Avenue, Suite M21A2, Englewood, CO 80112-5939, desires to acquire flie entire 
right, title, and interest in and to the said improvements and the said Application: 

NOW, THEREFORE, in consideration of good and valuable consideration, the receipt of which is hereby 
acknowledged, we, the said inventors, do hereby acknowledge that we have sold, assigned, transferred and set over, and by 
these presents do hereby sell, assign, transfer and set over, unto flie said ASSIGNEE, its successors, legal representatives 
and assigns, (he entire right, tifle, and interest throughout the world in, to and under the said improvements, and the said 
application and all provisional applications relating tiiereto, and all divisions, renewals and continuations tiiereof, and aU 
Letters Patent of the United States which may be granted thereon and all reissues and extensions thereof, and all rights of 
priority under Intemational Conventions and applications for Letters Patent which may hereafter be filed for said 
improvements in any country or countries foreign to tiie United States, and all Letters Fat^t which may be granted for said 
improvements in any country or countries foreign to the United States and all extensions, renewals and reissues tiiereof; 
and we hereby autiiorize and request the Commissioner of Patents of flie United States, and any 0£SciaI of any country or 
countries foreign to die United Slates, whose duty it is to issue patents on applications as aforesaid, to issue all LettCTS 
Patent for said improvements to flie said ASSIGNEE, its successors, legal representatives and assigns, in accordance witii 
the terms of dius instrument 

AND WE HEREBY covenant and agree that we will communicate to the said ASSIGNEE, its successors, legal 
representatives and assigns, any facts known to us respecting said in^jrovements, and testify in any legal proceeding, sign 
all lawfiil papers, execute all divisional, continuing and reissue applications, make all rightful oaflis and generally do 
everything possible to aid die said ASSIGNEE, its successors, legal representatives and assigns, to obtain and enforce 
proper patent protection for said improvements in all countries. ^ 

IN TESTIMONY WHEREOF, I hereunto set my hand and seal fliis day of , 20_. 



Boris Belyi 

STATE OF 1 

^ ss. 

COUNTYOF J 

On , before me, , personally appeared Boris Belyi 

personally known to me (or proved to me on the basis of satisfactory evidence) to be flie p^on(s) whose name(s) is/are 
subscribed to flie witiiin instrument, and acknowledged tome that he executed the same in his aufliorized capacity(ies), and 
that by his signature(s) on flie instrument the person(s), or tiie entity upon behalf of which flie person(s) acted, executed die 
instrument 

WITNESS my hand and official seal 



[SEALl 



Notary Signature 



* PATENT 

... ^ XT iA/A'71 nni Client Cbde: 1DATA.095A 

Application No.: 10/671,001 '^"'^ Paael 

Filing Date: Sq>teniber 25, 2003 ^^^^"^ 



IN TESTIMONY WHEREOF. I hereunto set my hand and seal this day of ^ . > 20_. 



Sharat Shankar 

STATEOF 1 

\ ss. 

COUNTYOF J 

On , before me, ^ . personaUy appeared Sharat Shankar 

personally known to me (or proved to me on the basis of satisfactory evidence) to be the person(s) whose name(s) is/are 
subscribed to the within instrument, and acknowledged to me that he executed the same in his authorized capacity(ies). and 
that by his sigttature(s) on the instrument the person(s), or the entity upon behalf of which the person(s) acted, executed the 
instrument 

WITNESS my hand and official seal 

[SEAL] 



Notary Signature 
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1DATA.095A 



PATENT 



DATA VALIDATION SYSTEMS AND METHODS FOR FINANCIAL 



TRANSACTIONS 



Related Applications 
[0001] The subject matter of U.S. Patent Application 



entitled 



DATA VALIDATION SYSTEMS AND METHODS FOR USE IN FINANCIAL 
TRANSACTIONS and having attorney Docket No. 1DATA.043A is related to this 
application and is hereby incorporated herein in its entirety. 



Field of the Invention 

[0002] The present invention relates to financial transactions and, in particular, to 
a system and method of risk assessment, whereby additional information is obtained fi-om the 
customer and/or the merchant at a point of sale for validation of a financial transaction. 

Deiscription of the Related Art 

[0003] A typical financial transaction involves a form of payment in exchange for 
goods and services at a point of sale. In most instances, a customer provides the form of 
payment, such as a check draft or credit card requisition, to a merchant in exchange for the 
goods and services. The check draft and the credit request are often regarded as non-cash 
promissory payments that instruct the customer's bank or credit guarantor to pay the 
merchant the amoimt requested by the customer. As is generally known, the fimds promised 
to the merchant by the check draft or credit request are sometimes not paid due to reasons, 
such as insufficient fimds in the customer's checking account, account delinquency, or fraud. 
Unfortunately, the merchant may be susceptible to risk when a check draft or credit card 
requisition is received as payment for goods and services. 

[0004] Sometimes, the m^chant may choose to manage risk by maintaining at 
least one local database that may include, for example, a list of customers that have written 
bad checks or provided fraudulent credit requests in the past. Such local databases may range 
in size from a simple list on paper for a small store owner to a computer network for a large 



Background of the Invention 
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chain store. Unfortunately, managing such local databases requires the use and divergence of 
merchant resources that could otherwise be utilized more beneficially, 

[0005] Alternatively, the merchant may choose to manage risk by subscribing to a 
payment approval agency that assesses the risk associated with proffered payments, such as 
check drafts, credit card requisitions, or some other related payment method. An example of a 
risk assessment agency includes TeleCheck. For a given transaction, a subscribed merchant 
sends a transaction approval request to the agency with information, such as the payment 
amount and the method of payment identifying information. The agency assesses the risk 
and generates a risk score based on the information received. The agency then either 
^proves or declines the transaction based on the generated risk score. The level of 
subscription to such an agency may vary, wherein the agency may assume the risk of the 
transaction by either guaranteeing the check or purchasing the check fi-om the merchant. 
Thus, it is in the interest of the agency to accurately assess the risks associated with financial 
transactions. 

[0006] A conventional non-cash payment approval process may include a cutoff 
risk score such that a transaction whose risk score is higher than the cutoff risk score is 
approved. Conversely, a transaction whose risk score is lower than the cutoff risk score is 
declined. In addition, a borderline risk score is positioned somewhere between the low risk 
score and the high risk score, which is somewhat near the cutoff risk score. Consequently, 
since the above-mentioned non-cash payment approval process is generally configured to 
statistically favor the merchant or the agency in terms of probable risk, borderime risk 
assessments are often declined in many check transactions that correspond to borderline risk 
scores. 

[0007] For example, if the generated risk score is substantially equivalent to the 
cutoff risk score, which corresponds to a borderUne or moderate risk score, then the merchant 
and/or the payment approving agency typically declines the financial transaction and the 
customer is required to present a cash payment or abandon the requested financial transaction 
altogether. In many cases, moderate risk situations result in lost revenue for the merchant and 
the agency due to the occurrence of borderline or moderate risk assessment declines. 
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[0008] In certain high risk environments, it may be necessary to issue a high 
number of risk based decUnes to protect the merchant and the payment approval agency from 
high retumed check rates, dehnquent credit accounts, and fraud. Unfortunately, issuing the 
high number of risk declines results in customers becoming irate, merchants losing sales, and 
interferes with the payment approval agency's ability to assess moderate risk at higher 
turndown levels. Therefore, some conventional payment approval agencies are substantially 
deficient in managing moderate risk transactions. Furthermore, the authorizational 
processing, temporal risk, and lack of flexibility to manage borderline risk assessments at the 
point of sale by conventional non-cash payment approval agencies may require significant 
improvement. 

Summary of the Invention 
[0009] The present invention provides a method and system which interacts with 
a merchant at the point of sale in financial transactions where additional information is 
required prior to authorizing the financial transaction due to borderline or moderate risk 
assessments. The aforementioned needs may be satisfied by a system for assessing risk in 
financial transactions, wherein a customer is purchasing goods or services from a merchant 
and is proffering payment for the goods or services using a non-cash payment device. In one 
embodiment, the system for assessing risk in financial transactions may comprise a 
distributed network of point of sale devices that are distributed throughout a plurality of 
merchant locations, wherein the point of sale devices are configured to collect and transmit 
transaction information about the transaction and the proffered payment and are further 
configured to display requests to the merchant to provide identification information and to 
allow the merchant to transmit identification information via the point of sale device. In 
addition, the system for assessing risk in financial transactions may fiirther comprise a risk 
assessment engine that receives the transmitted transaction information, evaluates the 
transmitted transaction information, and determines whether the proffered payment for the 
goods or services via the non-cash payment device should be accepted or declined, wherein 
the risk assessment engine provides a signal indicative of the acceptance or decline to the 
merchant via the distributed network of point of sale devices, and wherein the risk 
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assessment engine can obtain additional identification information fi-om the merchant at the 
point of sale device such that, when the additional information is obtained, the risk 
assessment engine can re-evaluate the transmitted transaction information along with the 
identification information to fiirther determine whether to accept or decline the proffered 
payment. 

[0010] The aforementioned needs may also be satisfied by a system for assessing 
risk of a financial transaction, wherein a customer purchases merchandise or services from a 
merchant at a point of sale and proffers a payment in exchange for the merchandise or 
services. In one embodiment, the system for assessing risk of a financial transaction may 
comprise an interactive device positioned at the point of sale, wherein the interactive device 
interacts with the merchant at the point of sale by displaying messages in a manner so as to 
facilitate collection and transmission of information relating to the financial transaction 
including information about the proffered payment, and wherein the interactive device 
transmits information indicative of the merchant and the proffered payment. In addition, the 
systOTi for assessing risk of a financial transaction may further comprise an authorization 
component that receives the transmitted information, generates a risk assessment based at 
least in part on the transmitted information, and determines from the risk assessment whether 
to approve or dechne the financial transaction in a maimer so as to provide a signal indicative 
thereof to the merchant via the interactive device, and wherein the authorization component 
can obtain additional information relating to the financial transaction fi-om the merchant at 
the point of sale via the interactive device so that, when the additional information is 
obtained, the authorization component can selectively re-evaluate the risk assessment using, 
at least in part, the additional information to determine whether to accept or decline the 
financial transaction. 

[0011] The aforementioned needs may also be satisfied by a system for 
authorizing a financial transaction, wherein a non-cash payment is exchanged for goods and 
services. In one embodiment, the system for authorizing a financial transaction may comprise 
a merchant location comprising at least one interactive POS device, whereby messages can 
be displayed on the at least one interactive POS device prompting collection and transmission 
of transaction information relating to the financial transaction including information about 
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the non-cash payment. In addition, the system for authorizing a financial transaction may 
further comprise a risk assessment component that generates at least one risk score based at 
least in part on the transmitted information, wherein the risk assessment component 
determines from the at least one risk score whether to approve or decline the financial 
transaction in a manner so as to provide a signal indicative thereof to the merchant location 
via the at least one interactive POS device. Also, the system for authorizing a financial 
transaction may still fiirther comprise an interactive processing component associated with 
the risk assessment component that determines if additional information relating to the 
financial transaction is needed prior to authorization of the financial transaction, wherein the 
merchant can transmit additional information to the interactive processing component via the 
interactive POS device so that the risk assessment component can use the additional 
information, at least in part, to selectively re-evaluate the risk associated with the financial 
transaction to thereby approve or decline the financial transaction and to provide a signal 
indicative thereof to the merchant location via the at least one interactive POS device. 

[0012] The aforementioned needs may also be satisfied by a method of assessing 
risk in financial transactions, wherein goods or services are being purchased by a customer 
from a merchant by the customer proffering a promissory payment. In one embodiment, the 
method of assessing risk in financial transactions may comprise (i) transmitting transactional 
information about the proffered payment and the merchant to a risk assessment component, 
(ii) evaluating the proffered payment to assess the risk of accepting the proffered payment as 
payment for the goods or services, and (iii) transmitting an acceptance or decline decision to 
the merchant following the evaluation of the proffered payment to advise the merchant 
whether to accept or decline the proffered payment. In addition, the method of assessing risk 
in financial transactions may further comprise (iv) obtaining additional information about the 
proffered payment from the merchant, (v) transmitting tiie additional information in response 
to the request of act (iv), and (vi) selectively re-evaluating the proffered payment so as to re- 
assess the risk using, at least in part, the additional information obtained from the merchant to 
determine whether to accept or decline the financial transaction. These and other objects and 
advantages of the present invention will become apparent from the following description 
taken in conjunction with the accompanying drawings. 



-5- 



Brief Description of the Drawings 

[0013] These and other aspects, advantages, and novel features of the invention will 
become apparent upon reading the following detailed description and upon reference to the 
accompanying drawings. In the drawings, similar elements have similar reference numerals. 

[0014] Figxire 1 illustrates one embodiment of a financial transaction involving a 
customer providing a payment, a merchant having an interactive point of sale device, and a 
check acceptance service having an interactive authorization component. 

[0015] Figure 2 illustrates one embodiment of a schematic block diagram of the 
check acceptance service in Figure 1 including a distributed network of interactive point of 
sale devices and a risk system having an interactive authorization module. 

[0016] Figure 3 illustrates one embodiment of a non-cash payment verification 
and approval process flow that describes an implementation of one aspect of the present 
invention by the check acceptance service using the risk system in Figure 2. 

[0017] Figure 4 illustrates one embodiment of an interactive authorization process 
flow that utilizes the risk system, as referenced by Figiu-e 2, to selectively re-assess moderate 
risk financial transactions by obtaining additional point of sale transaction information fi-om 
the customer and the merchant. 

Detailed Description of the Preferred Embodiment 
[0018] Reference will now be made to the drawings wherein like numerals refer to 
like parts throughout. Figure 1 illustrates one embodiment of a financial transaction 
involving a customer providing a non-cash payment 102, a merchant 106 having an 
interactive point of sale (POS) device 136, and a non-cash payment accqjtance service 110 
having an interactive authorization component 140. In this particular embodiment, a 
customer 100 provides the non-cash payment 102, such as a promissory check draft or a 
credit card requisition to the merchant 106 or service entity in exchange for goods, 
merchandise, and/or services 104. 
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[0019] In one aspect, the payment 102 may be accepted and deposited into a 
merchant bank 1 12 without receiving any external authorization as indicated by path 120. In 
addition, the payment 102 may be electronically transferred through a clearing process, 
wherein the merchant bank 112 transfers the payment 102 to a federal clearing house (FCH) 
1 14 as indicated by path 122. In tum, the federal clearing house 114 transfers the payment 
102 to the customer's bank or creditor 116 as indicated by path 124. In one aspect, if the 
payment 102 is determined to be valid by the customer's bank or creditor 116, then the 
payment "clears" and the amoimt of the payment 102 is debited from the customer's account 
or credit line, and the debited amount is subsequently transferred from the customer's bank or 
creditor 116 to the merchant's 104 account in the merchant bank 112 as indicated by path 
126. 

[0020] In some financial transactions, the payment 102 may not clear for various 
reasons. As a result, the merchant's 106 bank account is not credited with the payment 
amount. For example, the customer's bank or creditor 116 may provide a non-sufficient ftmd 
(NSF) statement corresponding to the customer's 102 checking account, a stop payment 
request by the customer 100, a credit delinquency, or a fraudulent payment issuance. 
Unfortunately, if the payment 102 fails to clear, the merchant 106 is left with the 
responsibility of collecting the proper funds or the goods and services 104 from the customer 
100. In some instances, the merchant 106 may be unsuccessful in reclaiming the proper 
funds in a collection process, and the aheady released goods and services 104 may be written 
off as a loss. 

[0021] Alternatively, even when the merchant is successful in reclaiming the 
funds, the collection process significantly increases the merchant's 106 costs associated with 
the financial transaction. To reduce the occurrence of further loss from the same 'liad" 
payment issuance by the customer 100, the customer's 100 name may be added to a negative 
list, such as an internal or local database. However, the local database may offer only limited 
protection against "bad" payment issuers, who may have previously bounced checks or 
offered fraudulent credit requisitions in the merchant's 106 estabUshment. Furthermore, 
"bad" payment issuers, who may not have previously bounced checks or offered fraudulent 



-7- 




payments in the merchant's 106 establishment, but have a history of bouncing checks or 
offering fraudulent payments elsewhere, are unUkely to be detected by such a local database. 

[0022] As a consequence, most merchants 106 may decide to subscribe to and 
rely on a non-cash payment acceptance service 110 to manage the risks associated with 
accepting non-cash payments from customers 100. The interaction between the merchant 
106 and the non-cash payment acceptance service 1 10 is indicated by path 130, It should be 
appreciated that the scope of a subscription service that the merchant 106 subscribes to may 
vary depending on the needs of the merchant 106 without departing from the scope of the 
present invention. 

[0023] In one embodiment, the subscription service may comprise the process of 
the non-cash payment acceptance service 110 informing the merchant 106 to accept or refiise 
the payment 102 based on the risk associated with the particular financial transaction. If the 
payment 102 is approved and accepted, the payment 102 is then transferred through the 
clearing process via the merchant bank 112 in a manner similar to that previously described 
above. Unfortunately, if the clearing process is not completed successfully, the merchant 106 
usually assumes the risk associated with the financial transaction. 

[0024] Another embodiment of the subscription service may comprise the process 
of the non-cash payment acceptance service 110 guaranteeing the validity of the payment 102 
based on the risk associated with the particular financial transaction. In this instance, the 
payment 102 is transferred through the clearing process via the merchant bank 112 in a 
manner similar to the previous description. Fortunately for the merchant 106, if the payment 
102 fails to clear, the non-cash payment acceptance service 1 10 credits the merchant 106 for 
the amoimt of the payment 102 and the non-cash payment acceptance service 110 assumes 
the responsibility of collecting the proffered payments fimds from the customer 100. 

[0025] For example, the payment 102 may be transferred from the non-cash 
payment acceptance service 1 10 to the federal clearing house (FCH) 1 14 as indicated by path 
132. Then, the payment 102 may be transferred to the customer's bank or creditor 116 as 
indicated by the path 124. In this particular embodiment, if the payment 102 is valid or 
validity may be verified, the necessary fimds are transferred from the customer's bank or 
creditor 1 16 to the non-cash payment acceptance service 1 10 as indicated by path 134. At this 
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point, the financial transaction is regarded as complete for the non-cash payment acceptance 
service 110. However, if the payment 102 fails to clear with the customer's bank or creditor 
116 of the customer 100, then the non-cash payment acceptance service 110 assumes the 
responsibility of collecting the necessary funds firom the customer 100. 

[0026] Still another embodiment of the subscription service may comprise the 
process of the non-cash payment acceptance service 110 purchasing the payment 102 outright 
fi*om the merchant 106 based on the risk associated with the financial transaction. 
Beneficially, in this instance, the merchant 106 receives payment for the financial transaction 
upon approval or authorization firom the non-cash payment acceptance service 110. 
Furthermore, in some cases, the non-cash payment acceptance service 110 may be 
electronically linked to the merchant bank 112, as indicated by path 135, to electronically 
transfer the necessary funds to the merchant's accoimt in the merchant bank 112. 

[0027] Various subscription services comprise diverse fee schedules that are 
significantly determined by the risks associated with the encountered financial transactions. 
It should be appreciated that the success of the non-cash payment acceptance service 110, 
including profitability, may substantially depend on accurate risk assessments that may be 
associated with non-cash proffered payment related financial transactions. For example, if the 
non-cash payment acceptance service 110 provides misguided or erroneous approval 
decisions to the merchant 106, then the merchant 106 accepts high risk proffered payments 
and/or refuses beneficial customers, which may result in lost revenue or dissatisfied 
customers. In other situations, the financial transaction risk is assiuned by the non-cash 
payment acceptance service 110, wherein accurate risk assessments directly relate to 
profitability and success. 

[0028] Additionally, Figure 1 further introduces the technology associated with 
financial transactions and the electronic transfer of funds by a central financial transaction 
entity or the non-cash payment acceptance service 110 include monetary exchange devices, 
such as check readers, credit card readers, debit card readers, manual input of account 
information, or some combination thereof for the purpose of obtaining authorization for and 
settlement of financial transactions at the point of sale. Therefore, merchant based financial 
transfer systems may include the interactive POS device 136, which may include a display 
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monitor, a printer, a magnetic card reader, and a magnetic check reader. In this particular 
embodiment of the present invention, the merchant 106 or merchant location is equipped 
with the interactive POS device 136, which may be used to bi-directionally communicate 
with an interactive authorization component 140 of the non-cash payment acceptance service 
110 as will be described in greater detail herein below in Figiu-e 2. 

[0029] For example, the payment 102 or a credit card may be presented by the 
customer 100 to the merchant 106 and scanned or swiped through the check reader or 
magnetic card reader, respectively. In one aspect, the check reader portion of the point of sale 
terminal identifies, by either magnetic ink character recognition (MICR) or optical character 
recognition (OCR), the American Banking Association (ABA) account information printed 
on the face of the check draft and converts the customer's ABA account information to 
transaction information, which may include digital signals or digital signatures. The 
transaction information may then be transferred fi-om the interactive POS device 136 to the 
interactive authorization component 140 of the non-cash payment acceptance service 110 for 
authorization, processing and evaluation. In addition, the customer's transaction information, 
including banking and/or creditor account information, may be obtained by the merchant 106 
via reading the magnetic strip of the customer's credit card with a magnetic card reader. 

[0030] In some situations, if the initial risk assessment of the financial transaction 
is determined to produce a moderate risk exception, then the non-cash payment acceptance 
service may require additional transaction information, such as personal identification 
information, fi-om the customer 100 prior to authorizing the financial transaction. Obtaining 
additional transaction information about the customer 100 may include obtaining and 
evaluating the customer's recent check writing history or recent credit requisition history to 
predict the risk associated with the financial transaction. In addition, the customer's check 
writing history or credit requisition history may be logged in an internal database, an external 
database, and/or saved as a merchant parameter in a memory component. Also, the additional 
transaction information may include verifying the existence of funds in the customer's bank 
account or availability of funds in the customer's credit line. Other identifying transaction 
information may include the customer's telephone number, place of residence including the 
zip code, passport, military identification niunber, and/or mother's maiden name. 
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[0031] Furthermore, the additional transaction information may include scanned 
images of the check draft or the credit card for review by the non-cash payment acceptance 
service 110. The scanned images may include points of interest on the check draft or credit 
card, such as the check number, the banking institution's logo, a photo of the customer on the 
credit card, the customer's signature, etc. It should be appreciated that the non-cash payment 
acceptance service 1 10 may ask for information that is already known prior to asking for or 
reviewing other previously described transaction information. It should also be appreciated 
that the above-mentioned financial transaction may comprise checking the credit worthiness 
of the customer for loan applications or any other type of credit applications involving a 
credit bureau, such as equifax, without departing from the scope of the present invention. 

[0032] When moderate risk exceptions arise, the merchant 106 may be prompted 
by the interactive authorization component 140 via the interface and the interactive POS 
device 136 to input the requested additional transaction information for ftuther risk analysis 
prior to authorizing the financial transaction. The additional transaction information allows 
the non-cash paynient acceptance service 110 to selectively re-evaluate the financial 
transaction prior to issuing an approval or a decline. As a result, instead of issuing automatic 
risk declines for financial transactions that may be categorized as moderately risky, the non- 
cash payment acceptance service 110 may provide the merchant 106 a more accurately 
assessed response through the interactive POS device 136 after analyzing the additional 
transaction information. In some cases, the merchant 106 avoids issuing moderate risk 
declines, which results in reduced payment returns, increased customer satisfaction, and 
increased sales. 

[0033] Advantageously, the above-mentioned financial transfer system represents 
a significant improvement over traditional non-cash payment handling procedures that, for 
example, require the transfer of a paper check among various financial institutions. The 
above-mentioned financial transfer system includes a mechanism for selectively re-evaluating 
borderline or moderate risk exception conditions, such as obtaining additional identification 
information through the interactive POS device 136. If borderline exception conditions or 
moderate risk assessment situations arise, the above-mentioned financial transfer system 
allows the merchant to bi-directionally communicate with the interactive authorization 



component 140 prior to authorizing the financial transaction in a manner such that the 
customer 100 is moderately inconvenienced, the merchant retains the merchandise until 
approval, and the payment acceptance service 110 reduces the potential loss of funds. 

[0034] Figure 2 illustrates one embodiment of a schematic block diagram of the 
non-cash payment acceptance service 110 of Figure 1 with a distributed network of 
merchants 106, 107, 108 or merchant locations each having an interactive POS device 136, 
137, 138, respectively. In particular. Figure 2 illustrates interaction of the non-cash payment 
acceptance service 1 10 with the merchant 106 and the customer 100 in determining the risk 
associated with the jBnancial transaction. In one aspect, the merchant 106 receives the 
payment 102 from the customer 100, and the merchant 106 electronically interacts with the 
non-cash payment acceptance service 110 to determine if the payment 102 will be accepted 
or declined. The interaction comprises financial transaction details 142 submitted by the 
merchant 106 to the non-cash payment acceptance service 110, and an approve or decline 
decision 144 provided by the non-cash payment acceptance service 1 10 to the merchant 106. 
The functionality and scope of the financial transaction, including the details 142 and the 
approve or decline decision 144, are described in greater detail herein below. 

[0035] The non-cash payment acceptance service 110 further comprises a risk 
system 150 that may be utilized to determine and evaluate the risk associated with the 
financial transaction. In one embodiment, the risk system 150 interacts with the merchant 
106 via an electronic interface 146 and the interactive POS device 136, such as a telephonic, 
satellite, and/or computer network (internet) interface. In particular, the interface 146 
receives the financial transaction details 142 from the merchant 106 via the interactive POS 
device 136 and passes on the information to the risk system 150. Then, the risk system 150 
may determine and evaluate the financial transaction in a manner described herein below. 
Furthermore, the risk system 150 retums the approve or decline decision 144 to the merchant 
106 via the interface 146 and displays the applicable results on the display monitor of the 
interactive POS device 136. The display may comprise a video monitor, an liquid crystal 
display (LCD), or any other relevant type of display. 

[0036] Additionally, the interface 146 may also access and retrieve relevant 
mformation about the customer 100, such as check writing history, and/or the merchant 106, 
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such as a pre-determined limit on an accqjtable check draft amount or credit requisition and 
other specific factors preferences, fi*om an intemal database 156. The interface 146 uses the 
relevant information to evaluate the customer 100 and/or merchant parameters so as to permit 
configuring the manner in which the risk assessment is performed by the risk system 150. 
Additionally, the risk system 150 is also configured so as to permit accessing of an external 
database 160, which may comprises a plurality of external databases 174a, 174b, etc. The 
extemal database 160 permits the risk engine 152 to gather relevant transaction information 
about the customer 100 and the merchant 106 that may not necessarily be available in the 
intemal database 156, so as to fiuther facilitate the risk assessment. 

[0037] Moreover, the risk system 150 fiirther comprises a risk engine 152 that 
evaluates the risk assessment of the financial transaction based on the financial transaction 
details 142 or transaction data transferred fi-om the interface 146, the intemal database 156, 
and the extemal database 160. The risk scoring engine 154 may determine a risk score at the 
request of the non-cash payment acceptance service 1 10 and returns the risk score indicative 
of a probable risk assessment of the financial transaction. Advantageously, the risk scoring 
engine 154 may comprise a plurality of scoring engines 172a, 172b, 172c, etc., wherein each 
risk engine is adapted to address a plurality of possible financial transactions or transaction 
variables in a manner so as to permit improved accuracy in determining the risk score. 
Various types of scoring engines that may be utilized by the risk engine will be described in 
greater detail herein below. In addition, a preferred financial transaction that illustrates 
selective use of the plurality of scoring engines will be described in greater detail herein 
below. 

[0038] Furthermore, the risk engine 152 fijrfher comprises a Model/Action/Rules 
processor 162 that may be utilized to evaluate the transaction risk and may determine 
whether to approve or decline the financial transaction. The processor 162 comprises a pre- 
score rules module 164, a scoring rale matrix module 166, a post-score rales module, and an 
interactive authorization module 168. The pre-score rales module 164 is utilized to initially 
determine whether risk evaluation needs to be performed. For example, the risk engine 150 
may access the intemal database 156 for transaction information about the customer, and 
ascertains whether the customer 100 is associated with a hard negative check writing history 
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or credit requisition history. In this particular case, the hard negative check writing history or 
credit requisition history arises from writing at least one non-clearable check draft or credit 
requisition and, in some cases, refuses to provide legitimate compensation during the 
collection process. As a result, the pre-score rules module 164 may then decide that the 
financial transaction is of high risk and, in which case, subsequently declines authorization 
due to an unacceptable risk assessment ascertained for the customer 100. 

[0039] It should be appreciated that the risk system 150 may store in a memory 
component or database, such as the intemal database 156, transaction information of the 
customer 100 that may be requested by the risk assessment engine. In one aspect, transaction 
information comprises information that identifies the customer 100 so as to facilitate the 
collection process on the non-cash proffered payment 102. Moreover, the risk system 150 
may use the memory component or database to facilitate subsequent collection on the non- 
cash proffered payment 102 from the customer 100 in the event that the non-cash proffered 
payment 102 fails to clear and is retumed to the non-cash payment acceptance service 110. 

[0040] Additionally, the scoring rule matrix module 166 includes a plurality of 
rules and utilizes the plurality of rules for the purpose of selecting a relevant scoring engine 
to obtain an initial risk score. Based on the initial risk score, the scoring rule matrix module 
166 may approve or decline the financial transaction. 

[0041] Furthermore, the post-score rules module 170 may be utilized to evaluate 
the initial risk score, that was generated by the scoring matrix 166, to determine if further risk 
assessment needs to be performed. In particular, the post-score rules module 170 may 
selectively determine a second scoring engine to run so as to obtain an additional risk score. 
In one aspect, the additional risk score assessment is performed if the initial risk score leads 
to a transaction decline according to the scoring rule matrix 166. In another embodiment, the 
additional risk assessment is performed if the initial risk score falls within a predetermined 
range of risk score threshold values. It should be appreciated that the additional risk 
assessment performed may be selectively implemented in any number of situations so as to 
accurately assess the financial transaction risk. 

[0042] In one aspect, examples and functionality of an exemplary risk assessment 
may be configured in accordance with methods described in the Applicant's co-pending U.S. 
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Patent Application entitled "SYSTEMS AND METHODS FOR SELECTIVE USE OF RISK 
MODELS TO PREDICT FINANCL\L RISK", Attorney Docket No. 1DATA.045A, which is 
incorporated herein by reference in its entirety. Some rules invoke other rules based on 
simple decisions, and some rules invoke scoring engines to determine risk related factors. It 
should be emphasized that the rules and the scoring engines illustrated and described in 
reference to the Applicant's co-pending application are not intended to limit the scope of the 
risk system. Thus, it should be appreciated that the rules and scoring engines exemplified in 
the Applicant's co-pending appUcation illustrate one embodiment of the risk assessment 
associated with the financial transaction described herein below. 

[0043] In some circumstances, a profitability assessment may be performed in 
place of or in addition to a risk assessment. In one aspect, a profitability assessment scores 
the ability of the non-cash payment acceptance service 110 to collect the returned payment 
fimds plus service fees fi:om the customer ICQ, For example, if the customer 100 has a proven 
history of paying the returned payment fimds plus service fees on a historical basis, then the 
risk system 150 'may determine that acceptance of the proffered payment 102 would likely be 
profitable for the non-cash payment acceptance service 1 10. Examples and fimctionality of an 
exemplary profitability assessment may be configured in accordance with methods described 
in the AppUcant's co-pending U.S. Patent AppUcation entitled "SYSTEMS AND 
METHODS FOR PREDICTING THE PROFITABILITY OF FINANCIAL 
TRANSACTIONS", Attorney Docket No. 1DATA.048A, which is incorporated herem by 
reference in its entirety. 

[0044] The interactive authorization module 168 may be utilized to prompt the 
merchant 106 with a notification of a requirement for additional transaction information, 
including personal identification information. In some cases, if the risk engine 152 
determines that the financial transaction produces a borderline or moderate risk exception 
condition, then the interactive authorization module 168 may issue the notification for 
additional transaction information to be inputted by the merchant 106 via the interactive POS 
device 136. In one aspect, the notification for additional transaction information inform the 
merchant 106 that additional risk assessment and evaluation is necessary prior to transaction 
authorization. At this point, the merchant 106 inputs the additional transaction information 




into the interactive POS device 136 and then waits for the non-cash payment acceptance 
service 1 10 to issue authorization or declination for the financial transaction. 

[0045] It should be appreciated that the merchant 106 may elect to exchange the 
goods, merchandise, and/or services after a pre-selected period of time if authorization 
notification was not issued by the non-cash payment acceptance service 110 dxuing the pre- 
determined period of time. It should also be appreciated that authorizing the financial 
transaction after the pre-selected period of time may include an agreement between the non- 
cash payment arcceptance service 110 and the merchant 106 that unless the merchant 106 is 
advised to not to deliver the goods, merchandise, and/or services at the end of the pre- 
selected period of time, the delivery of the merchandise is authorized. As a result, the 
advantage is that the merchant 106 retains the goods, merchandise, and/or services, the 
customer 100 is satisfied with the service, and the non-cash payment acceptance service 110 
is given additional time to analyze and evaluate the additional transaction information prior 
to qjproval or decline. 

[0046] Figure 3 illustrates one embodiment of a non-cash payment verification 
and approval process flow that describes an implementation of one aspect of the present 
invention by the non-cash payment acceptance service 110 using the risk system in Figure 2. 
The non-cash payment verification and approval process flow fimctionally describes one 
embodiment of risk assessment, wherein risk scores and personal identification information 
may be utilized to determine and evaluate the degree of risk for a given financial transaction 
between the merchant 106 and the customer 100, In moderate risk assessment cases, the risk 
system 150 may require additional transaction information prior to authorization in a manner 
as previously described. Additionally, low risk assessment cases are ^proved and high risk 
assessment cases are declined in a manner such that the approved or declined status may be 
based on customer check writing history, customer credit requisition history, risk score 
evaluation, profitability analysis, or some other factor relevant to the risk assessment of the 
financial transaction between the merchant 106 and the customer 100. 

[0047] The non-cash payment verification and approval process initiates in a start 
state 200 and proceeds to a state 202. In the state 202, the risk system 150 obtains transaction 
data, information, and other details relating to the financial transaction fi-om the merchant 
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106 via the interactive POS device 136 and the interface 146. Related transaction information 
may include the customer's name, the customer's account number, and the amount of the 
proffered payment. In one aspect, the non-cash payment acceptance service 110 may obtain 
the customer's transaction information via the telephone, input on a web page via the 
intemet, or by mail and then transfer the information to the risk system 150 via keyboard 
input. In a preferred embodiment, the transaction information is inputted into the interactive 
POS device 136 and then transferred to the risk system 150 via the interface 146. 

[0048] Additionally in the state 202, the non-cash payment acceptance service 
110 may access the merchant 106 record, such as transaction history with the particular 
customer 100, and determine the merchant's parameters. The merchant parameters may 
include preference thresholds or classifications for determining low, moderate, and high risk 
assessment values. The merchant parameters may further include preferred risk engines, 
internal databases, and extemal databases to be used when evaluating risk for a particular 
financial transaction. It should be appreciated that the merchant record and parameters may 
be saved in a memory device and accessed whenever the merchant requests approval for a 
financial transaction. 

[0049] Next, in a state 204 that follows, the risk system 150 pre-processes the 
transaction information by generating an initial risk assessment for the financial transaction. 
Based on the initial risk assessment, the risk system 150 utiUzes the risk scoring engine 154 
to obtain an initial risk score in a manner that will be described in greater detail herein below. 
Then, the non-cash payment verification and approval process advances to a decision state 
206. 

[0050] In one aspect, the risk system 150 performs the initial risk assessment in 
the state 204 as follows. In the state 204, the risk system 150 receives transaction variables 
and merchant parameters fi-om the interface 146. Then following, the risk system 150 may 
access the internal database 156 for the transaction records of the customer 100 and the 
merchant 106. Next, the risk system 150 may decide whether to proceed with the risk 
evaluation, based on the pre-score rules as described in the Applicant's co-pending U.S. 
Patent Application entitled "SYSTEMS AND METHODS FOR SELECTIVE USE OF RISK 
MODELS TO PREDICT FINANCIAL RISK", Attomey Docket No. 1DATA.045A. In most 
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instances, a hard negative decision or high risk assessment may lead to an automatic retum of 
an applicable result to the interface 146, wherein the hard negative or high risk assessment 
corresponding to the customer 100 may lead to a decline decision status without further 
action by the risk system 1 50. 

[0051] Altematively, if the risk system 150 decides to commence with a risk 
assessment, then the risk system 150 proceeds to evaluate the financial transaction and select 
a scoring engine to run based on the transaction variables and the rules of the scoring rule 
matrix as described in the Applicant's co-pending U.S. Patent Application entitled 
"SYSTEMS AND METHODS FOR SELECTIVE USE OF RISK MODELS TO PREDICT 
FINANCIAL RISK", Attomey Docket No. 1DATA.045A. The scoring engine 154 of the 
risk system 150 scores the transaction risk and retums the risk score in a state 212. 

[0052] In addition, the risk system 150 may evaluate the risk score based on the 
post-score rules, as described in the Applicant's co-pending U.S. Patent Apphcation entitled 
"SYSTEMS AND METHODS FOR SELECTIVE USE OF RISK MODELS TO PREDICT 
FINANCIAL RISK*', Attomey Docket No. 1DATA.045A. In this particular instance, the risk 
system 150 may ascertain whether to perform an additional risk assessment or suspend the 
financial transaction for fiirther evaluation, in which case a notification for additional 
transaction information may be provided to the merchant 106 as previously described. 

[0053] Furthermore, following the selection of a scoring engine, the risk system 
150 may access extemal databases for additional transaction information if necessary, and the 
risk system 150 may perform additional risk modeling or assessment with the selected 
scoring engine. Therefore, the additional risk score resulting fi"om the additional risk 
modeling may then be evaluated by the risk system 150 based on the post-score rules. After 
additional risk assessment and evaluation is complete, the risk system 150 may determine 
whether fiirther risk assessment is needed and retum the applicable result to the interface 146. 

[0054] In one embodiment, the additional risk assessment is performed in a 
manner such that the applicable result is returned after at least two risk assessments. In 
another embodiment, the additional risk assessment is performed one or more times as 
needed. It should be appreciated that selective actions taken by the risk system 150 
according to the post-score rules may be considered consistent with the scope of the present 
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invention. Thus, even if no additional risk assessment if performed based on the initial risk 
score and the post-score rules, such as the initial risk score being of high risk or of low risk 
for example, the selective decision process performed by the risk system 150 is consistent 
with one aspect of the present invention described herein. It should also be appreciated that, 
based upon the initial risk score and/or the additional risk score, a notification for additional 
transaction information may be provided to the merchant 106 for the purpose of performing 
additional risk assessment prior to authorization in a manner as previously described. 

[0055] Once the risk assessment is performed and the risk score is generated in 
the state 204, the non-cash payment verification and approval process advances to the 
decision state 206. In the decision state 206, the risk system 150 determines and evaluates the 
degree of the generated risk score. In one aspect, the risk system 1 50 may compare the initial 
risk score with a pre-determined range of low risk assessment threshold values. For example, 
the low risk assessment threshold values may range between 700 and 1000 on a scale of 0 
(zero) to a 1000. In addition, if the processor 162 determines firom the comparison that the 
financial transaction is of low risk, then the non-cash payment verification and approval 
process advances to a state 208 to approve the financial transaction. Subsequently, in a state 
210, the non-cash payment acceptance service 110 authorizes the financial transaction and 
notifies the merchant 106 with an appUcable result via the interactive POS device . 136. Then, 
in an end state 220, the non-cash payment verification and approval process terminates. It 
should be appreciated that the pre-determined range of low risk assessment threshold values 
may comprise any range of values or parameters set by the merchant 106, the non-cash 
payment acceptance service 110, and/or any other guidelines available without departing 
fi*om the scope of the present invention. 

[0056] Altematively, in the decision state 206, if the initial risk score fails to fall 
in the pre-determined range of low risk assessment threshold values, then the non-cash 
payment verification and approval process advances to another decision state 212. In the 
decision state 212, the risk system 150 compares the initial risk score with a pre-determined 
range of high risk assessment threshold values. For example, the high risk assessment 
threshold values may range between 0 (zero) and 500 on a scale of 0 (zero) to a 1000. If the 
risk system 150 determines fi-om the comparison that the financial transaction is of high risk, 
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then the non-cash payment verification and approval process advances to a state 218 to 
decline the financial transaction. In which case, the non-cash payment verification and 
approval process terminates in the following end state 220. It should be appreciated that the 
pre-determined range of high risk assessment threshold values may comprise any range of 
values or parameters set by the merchant 106, the non-cash payment acceptance service 110, 
and/or any other guidehnes available without departing fi-om the scope of the present 
invention. 

[0057] Otherwise, if the comparison is determined not to comprise a high risk 
assessment score, then the non-cash payment verification and approval process proceeds to a 
state 214. In one aspect, if the risk score is not a low risk score or a high risk score, then the 
risk score is assumed to be a borderline or moderate risk score. For example, moderate risk 
assessment threshold values may range between 500 and 700 on a scale of 0 (zero) to a 1000, 
wherein the moderate risk scores fall between the low risk assessment cut-off value (700) and 
the high risk cut-off value (500). As previously described, borderline or moderate risk 
assessment scores may require additional transaction information prior to approval. 

[0058] In the state 214, the non-cash payment acceptance service 110 provides the 
merchant 106 with a notification for additional transaction information in a manner as 
previously described. Additionally, in the state 214, the risk system 150 performs the 
interactive authorization process in a manner that will be described in greater detail herein 
below in reference to Figure 4. If, based on the interactive authorization process, approval is 
authorized in still another decision state 216, then the non-cash payment verification and 
approval process advances to the state 208, where the non-cash pajonent acceptance service 
110 authorizes the financial transaction between the merchant 106 and the customer 100. 
Then, in the state 210, the non-cash payment acceptance service 110 authorizes the financial 
transaction and notifies the merchant 106 with an applicable result via the interactive POS 
device 136. After notifying the merchant 106 in the state 210, the process teraiinates in the 
end state 220. However, if the approval is not granted to the merchant 106 in the decision 
state 216, then the risk system 150 declines the financial transaction in the state 218, and the 
process subsequently terminates in the end state 220. 
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[0059] In an alternative embodiment, the risk system 150 performs an additional 
risk score assessment after the initial risk score prior to performing the interactive 
authorization process in the state 214. In still another embodiment, the risk system 150 may 
perform a plurality of additional risk assessments for the purpose of more accurately 
assessing the degree of risk of the financial transaction. In addition, multiple risk assessments 
may be performed, for example, on financial transactions that involve large check draft 
amounts or large credit requisition amounts. It should be appreciated that the risk system 150 
may perform any number of additional risk assessments on any number of types of financial 
transactions without departing fi^om the scope of the present invention. 

[0060] Advantageously, the above-mentioned risk assessment procedure, method, 
and system represents a significant improvement over traditional non-cash payment handling 
procedures that automatically approve or decline borderline or moderate risk assessments. 
Additionally, the above-mentioned risk assessment procedure, method, and system utilizes an 
efficient and selective mechanism for evaluating borderline or moderate exception 
conditions, such as the notification for additional transaction information prior to 
authorization. For example, if borderline exception conditions or moderate risk assessment 
situations arise, the above-mentioned non-cash payment verification and approval process 
selectively re-evaluates the risk associated with the additional transaction information prior to 
authorizing the financial transaction between the merchant 106 and the customer 100. 

[0061] Figure 4 illustrates one embodiment of an interactive authorization process 
flow that utilizes the risk system 150, as referenced by Figure 2, to selectively re-assess 
moderate risk financial transactions by obtaining additional point of sale transaction 
information from the customer 100 and the merchant 106. The interactive authorization 
process, as described herein below, is one embodiment of a fimctional process flow 
description of the state 214 in Figure 3. In one aspect, financial transactions that involve non- 
cash proffered payments and moderate risk assessments may require additional transaction 
information from the customer 100 and/or the merchant 106 for fiirther risk evaluation 
including the verification of fimds prior to the release of the goods, merchandise, and/or 
services 104. Sometimes a moderately risky customer 100 may make good on their 
promissory payments. Therefore, a merchant 106 increases its profitability by accepting some 
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moderately risky financial transactions by utilizing the interactive authorization process as 
described herein below. 

[0062] The interactive authorization process initiates in a start state 230, and then 
advances to a state 234, where the non-cash payment acceptance service 110 accesses the 
merchant 106 record, such as transaction history with the particular customer 100, and 
determines the merchant's parameters in a manner as previously described. Following, in a 
state 238, the non-cash payment acceptance service 110 requests for additional transaction 
information from the customer 100 and/or the merchant 106 via the interactive POS device 
136 in a manner as previously described. Next, in a state 240, the risk system 150 performs at 
least one additional risk assessment and evaluation using the additional transaction 
information received from the customer 100 and/or merchant 106 via the interactive POS 
device 136. At this point in the process, it should be appreciated that the risk system 150 may 
selectively elect to perform still another risk assessment similar to the risk assessment 
performed in the state 204 of Figure 3 without departing from the scope of the present 
invention. As a result, any additional risk assessments may or niay not utilize the additional 
transaction information. 

[0063] Subsequently, in a decision state 242, if the risk system 150 approves the 
financial transaction, which may be based at least in part on the additional transaction 
information, then the interactive authorization process advances to a state 244, where the 
financial transaction is authorized. Moreover, if the financial transaction is approved in the 
state 244, then the approved results are electronically transferred to the merchant 106 via the 
interface 146 and display the applicable results on the interactive POS device 136 in a 
manner as previously described with reference to Figures 1, 2. Following the transfer of the 
applicable results to the merchant 106, the interactive authorization process terminates in an 
end state 252. It should be appreciated that the merchant 106 may be notified of the 
applicable resuhs of the financial transaction via the telephone, satellite relay, standard mail, 
or the intemet without departing from the scope of the present invention. 

[0064] Alternatively, if the financial transaction is not approved by the risk 
system 150 in the decision state 242, then the mteractive authorization process advances to a 
state 248, where the risk system 150 provides a declined status to the merchant 106 in a 
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manner as previously described, such as electronically via the interactive POS device 136. 
Following the transfer of the appUcable results to the merchant 106, the interactive 
authorization process terminates in an end state 252. By requesting additional transaction 
information prior to authorizing the financial transaction, the non-cash payment acceptance 
service 110 is given the opportunity to selectively re-assess the financial transaction with the 
additional transaction information. 

[0065] In one aspect, additional risk assessment and evaluation may include 
verifying the existence of funds with the customer's bank or creditor in a manner as described 
in Figure 1 . Furthermore, obtaining additional financial information about the customer in the 
state 238 may also comprise obtaining information about the customer's recent non-cash 
proffered payment history to predict whether there will be sufficient funds to cover the cost 
of the financial transaction. The customer's non-cash proffered payment history may be 
logged in the internal database 156, the external database 160, and/or saved as a merchant 
parameter. 

[0066] Furthermore, the additional transaction information obtained from the 
customer 100 may include a driver's license number, a mother's maiden name, a date of birth, 
a social security number, previous residential addresses, and/or scaimed images of the check 
draft or credit requisition! By obtaining the additional transaction information, the non-cash 
payment acceptance service 110 may perform a more in depth risk assessment by generating 
additional risk scores and accessing more external databases for non-cash payment history 
evaluation, which may result in more successfully avoiding fi^udulent based financial 
transactions. 

[0067] In some cases, if the financial transaction is not approved in the decision 
state 242, the risk system 150 may decide to perform more additional processing of the 
transaction information including the previous risk assessments. If additional processing is 
performed, then the processing is performed in the state 240. Otherwise, if the additional 
processing is not performed, then the financial transaction is declined in the state 248, and the 
applicable results are sent to the merchant 106 via the interactive POS device 136 in the state 
250. Subsequently, the interactive authorization process terminates in the end state 252. 
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[0068] Advantageously, the interactive authorization process may be utilized to 
increase revenue in financial transactions where moderate risk assessments occur. For 
example, the above-mentioned risk assessment procedures, methods, and systems utilizes an 
efficient and selective mechanism for evaluating borderiine exception conditions and 
moderate risk assessments, such as utilizing the interactive authorization process. In one 
aspect, if moderate risk assessment situations arise, the above-mentioned non-cash payment 
verification and approval procedures, methods, and systems selectively requests additional 
transaction information fi-om the customer 100 and/or the merchant 106 prior to authorizing 
the financial transaction in a manner such that the customer is moderately inconvenienced, 
the merchant retains the goods, merchandise and/or services, and the non-cash payment 
acceptance service reduces the potential loss of funds. 

[0069] Although the following description exemplifies one embodiment of the 
present invention, it should be understood that various omissions, substitutions, and changes 
in the form of the detail of the apparatus, system, and/or method as illustrated as well as the 
uses thereof, may be made by those skilled in the art, without departing fi'om the spirit of the 
present invention. Consequently, the scope of the present invention should not be limited to 
the disclosed embodiments, but should be defined by the appended claims. 
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WHAT IS CLAIMED IS: 

1. A system for assessing risk in financial transactions wherein a customer is 

purchasing goods or services from a merchant and is proffering payment for the goods or 

services using a non-cash payment device, the system comprising: 

a distributed network of point of sale devices that are distributed throughout a 
plurality of merchant locations, wherein the point of sale devices are configured to 
collect and transmit transaction information about the transaction and the proffered 
payment and are fiirther configured to display requests to the merchant to provide 
identification information and to allow the merchant to transmit identification 
information via the point of sale device; and 

a risk assessment engine that receives the transmitted transaction information, 
evaluates the transmitted transaction information, and determines whether the 
proffered payment for the goods or services via the non-cash payment device should 
be accepted or declined, wherein the risk assessment engine provides a signal 
indicative of the acceptance or decline to the merchant via the distributed network of 
point of sale devices, and wherein the risk assessment engine obtains additional 
identification information fi-om the merchant at the point of sale device such that, 
when the additional information is obtained, the risk assessment engine re-evaluates 
the transmitted transaction information along with the identification information to 
fiirther determine whether to accept or decline the proffered payment. 

2. The system of Claim 1, wherein the non-cash payment device comprises a 
payment by check, wherein the risk assessment engine evaluates the risk of acceptmg the 
check. 

3. The system of Claim 2, wherein the transmitted transaction information 
comprises at least one of the check amoimt, an identification of the merchant, and check 
identification information. 

4. The system of Claim 3, wherein the check identification information 
comprises a MICR code firom the check. 
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5. The system of Claim 1, wherein the additional identification inforaiation 
requested by the risk assessment engine comprises information that identifies the customer so 
as to facilitate collection on the check. 

6. The system of Claim 1, further comprising a database, wherein the transmitted 
transaction information and the additional identification information is stored in the database 
to facilitate subsequent collection on the check fi-om the customer in the event that payment 
is not made on the check. 

7. The system of Claim 1, wherein the additional identification information is the 
customer's telephone number. 

8. The system of Claim 2, wherein the risk assessment engine determines 
whether the additional identification information corresponds to the check identification 
information in determining whether to accept or decline the proffered payment following 
receipt of the additional identification information. 

9. The system of Claim 8, wherein the risk assessment engine determines 
whether the additional identification information identifies a customer that is authorized to 
write checks on the account correspondirig to the check. 

10. The system of Claim 2, wherein the check is a credit card, wherein the risk 
assessment engine evaluates the risk of accepting the credit card. 

11. The system of Claim 10, wherein the transmitted transaction information 
comprises at least one of the purchase amount, an identification of the merchant, and credit 
card identification information related to the customer. 

12. The system of Claim 11, wherein the credit card comprises a magnetic strip, 
and the credit card identification information comprises magnetically stored digital 
information that is obtained fi-om the magnetic strip on the credit card. 

13. A system for assessing risk of a financial transaction, wherein a customer 
purchases merchandise or services &om a merchant at a point of sale and proffers a payment 
in exchange for the merchandise or services, the system comprising: 

an interactive device positioned at the point of sale, wherein the interactive 
device interacts with the merchant at the point of sale by displaying messages in a 
manner so as to facilitate collection and transmission of information relating to the 
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financial transaction including information about the proffered payment, and wherein 
the interactive device transmits information indicative of the merchant and the 
proffered payment; and 

an authorization component that receives the transmitted inforaiation, 
generates a risk assessment based at least in part on the transmitted information, and 
determines fi"om the risk assessment whether to approve or decline the financial 
transaction in a manner so as to provide a signal indicative thereof to the merchant via 
the interactive device, and wherein the authorization component obtains additional 
information relating to the fmancial transaction from the merchant at the point of sale 
via the interactive device so that, when the additional information is obtained, the 
authorization component selectively re-evaluates the risk assessment using, at least m 
part, the additional information to determine whether to accept or decline the fmancial 
transaction. 

14. The system of Claim 13, wherein the authorization component notifies the 
merchant by displaying a request for additional information on the interactive device prior to 
authorizing the financial transaction. 

15. The system of Claim 13, wherein the proffered payment is a check. 

16. The system of Claim 13, wherein the proffered payment is a credit card. 

17. The system of Claim 13, wherein the information is transmitted electronically 
through a computer network. 

18. The system of Claim 13, wherein the transmitted information includes at least 
one of the payment amount, payment identification information, and merchant identification. 

19. The system of Claim 18, wherein the payment identification information 
includes a MICR code of the payment. 

20. The system of Claim 18, wherein the payment identification information 
includes an OCR code of the payment, 

21. The system of Claim 18, wherein the payment identification information 
includes an image of the payment. 

22. The system of Claim 18, wherein the authorization component determines 
whether the additional information corresponds to the payment identification information so 
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as to determine whether to accept or decline the proffered payment following receipt of the 
additional information. 

23. The system of Claim 18, wherein the additional information includes personal 
identification information that identifies the customer, and wherein the authorization 
component determines whether the additional information identifies the customer and 
whether the customer is authorized to use the accoimt corresponding to the payment. 

24. The system of Claim 22, wherein the personal identification information is 
selected fi-om the group consisting of the customer's telephone number, the customer's 
mother's maiden name, the customer's place of residence, the customer's zip code, the 
customer's driver's license number, and a personal identification number (PIN). 

25. The system of Claim 13, wherein the authorization component further 
comprises a database, and wherein the database stores the transmitted information and the 
additional information to facilitate collection of a retumed payment fi-om the customer in the 
event that funds are not collected fi-om the payment. 

26. The system of Claim 13, wherein the interactive device comprises at least one 
of a display monitor, a key input device, a printer, a magnetic card reader, and a magnetic 
check reader. 

27. The system of Claim 13, wherein the signal is a message notifying the 
merchant to approve or decline the financial transaction. 

28. A system for authorizing a financial transaction, wherein a non-cash payment 
is exchanged for goods and services, the system comprising: 

a merchant location comprising at least one interactive POS device, whereby 
messages can be displayed on the at least one interactive POS device prompting 
collection and transmission of transaction information relating to the financial 
transaction including information about the non-cash payment; 

a risk assessment component that generates at least one risk score based at 
least in part on the transmitted information, wherein the risk assessment component 
determines fi-om the at least one risk score whether to approve or decline the financial 
transaction in a manner so as to provide a signal indicative thereof to the merchant 
location via the at least one interactive POS device; and 
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an interactive processing component associated with the risk assessment 
component that determines if additional information relating to the financial 
transaction is needed prior to authorization of the financial transaction, wherein the 
merchant transmits additional information to the interactive processing component via 
the interactive POS device so that the risk assessment component uses the additional 
information, at least in part, to selectively re-evaluate the risk associated with the 
financial transaction by generating an additional risk score based at least in part on the 
additional information to thereby approve or decUne the financial transaction and to 
provide a signal indicative thereof to the merchant location via the at least one 
interactive POS device. 

29. The system of Claim 28, wherein the merchant location transmits the 
additional information relating to the financial transaction to the risk assessment component 
after receiving the request for additional information. 

30. The system of Claim 28, wherein the non-cash payment comprises a payment 
by check, wherein the risk assessment component evaluates the risk of accepting the check. 

31. The system of Claim 30, wherein the transmitted transaction information 
comprises at least one of the check amount, an identification of the merchant, and check 
identification information. 

32. The system of Claim 31, wherein the check identification information 
comprises a MICR code fi'om the check. 

33. The system of Claim 32, wherein the risk assessment component determines 
whether the additional information corresponds to the check identification information in 
determining whether to accept or decline the non-cash payment following receipt of the . 
additional information. 

34. The system of Claim 33, wherein the risk assessment component determines 
whether the additional information identifies a customer that is authorized to write checks on 
the account corresponding to the check. 

35. The system of Claim 28, wherein the additional information requested by the 
interactive processing component comprises information that identifies the customer so as to 
facilitate collection on the non-cash payment. 
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36. The system of Claim 28, further comprising a database, wherein the 
transmitted transaction information and the additional information is stored in the database to 
facilitate subsequent collection on the non-cash payment from the customer in the event that 
fimds are not collected on the non-cash payment. 

37. The system of Claim 28, wherein the additional information is the customer's 
telephone number. 

38. The system of Claim 28, wherein the non-cash payment is a credit card, 
wherein the risk assessment component evaluates the risk of accepting the credit card. 

39. The system of Claim 38, wherein the transmitted transaction information 
comprises at least one of the purchase amount, an identification of the merchant, and credit 
card identification information related to the customer. 

40. The system of Claim 39, wherein the credit card comprises a magnetic strip, 
and the credit card identification information comprises magnetically stored digital 
information that is obtained fi:om the magnetic strip on the credit card. 

41 . A method of assessing risk in financial transactions, wherein goods or services 
are being purchased by a customer from a merchant by the customer proffering a promissory 
payment, the method comprising: 

(i) transmitting transactional information about the proffered payment and the 
merchant to a risk assessment component; 

(ii) evaluating the proffered payment to assess the risk of accepting the 
proffered payment as payment for the goods or services; 

(iii) transmitting an acceptance or decline decision to the merchant following 
the evaluation of the proffered payment to advise the merchant whether to accept or 
decline the proffered payment; 

(iv) obtaining additional information about the proffered payment from the 
merchant; 

(v) transmitting the additional information in response to the request of act 
(iv); and 
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(vi) selectively re-evaluating the proffered payment so as to re-assess the risk 
using, at least in part, the additional information obtained from the merchant to 
determine whether to accept or decline the financial transaction. 

42. The method of Claim 41, wherein transmitting the acceptance or decline 
decision to the merchant is based at least in part on the additional information. 

43. The method of Claim 41, wherein proffering the promissory payment includes 
proffering a payment by check, wherein evaluating the payment by check includes assessing 
the risk of accepting the check. 

44. The method of Claim 43, wherein transmitting transactional information 
includes transmitting a MICR code from the check. 

45. The method of Claim 44 wherein requesting additional information includes 
requesting at least one of the check amount, an identification of the merchant, and check 
identification information. 

46. The method of Claim 45, wherein requesting additional information includes 
requesting information that identifies the customer so as to facilitate collection on the check. 

47. The method of Claim 46, wherein evaluating the proffered payment to assess 
the risk includes determining whether the additional information corresponds to the check 
identification information in determining whether to accept or decline the proffered payment 
following receipt of the additional information. 

48. The method of Claim 47, wherein evaluating the proffered payment to assess 
the risk includes determining whether the additional information identifies a customer that is 
authorized to write checks on the account corresponding to the check. 

49. The method of Claim 41, fiirther comprising storing the transaction 
information including the additional information in a database, wherein storing the 
transmitted transaction information and the additional identification information in the 
database facilitates subsequent collection on the promissory payment from the customer in 
the event that fimds are not collected from the promissory payment. 

50. The method of Claim 41, wherein requesting additional information includes 
requesting the customer's telephone number. 
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5 1 . The method of Claim 4 1 , wherein proffering the promissory payment includes 
proffering a payment by credit card, wherein evaluating the payment by credit card includes 
assessing the risk of accepting the credit card. 

52. The method of Claim 51, wherein requesting additional information includes 
requesting at least one of the purchase amount, an identification of the merchant, and credit 
card identification information related to the customer. 

53. The method of Claim 52, wherein proffering a payment by credit card 
includes obtaining credit card identification information from a magnetic strip on the credit 
card, wherein the magnetic strip comprises magnetically stored digital information that is 
indicative of the credit card identification information. 
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DATA VALIDATION SYSTEMS AND METHODS FOR FINANCIAL 

TRANSACTIONS 

Abstract of the Disclosure 
A risk system that performs a risk assessment of a financial transaction to obtain a 
risk score. Based on the risk score, the risk system may request additional transaction 
information from a customer and/or a merchant. The request is based at least in part on 
financial transactions that are of moderate risk to thereby provide a non-cash payment 
acceptance service with more information to further evaluate the financial transaction risks. 
Thus, moderately risky financial transactions, that are likely to benefit the non-cash payment 
acceptance service and the merchant that subscribes to the non-cash payment acceptance 
service, are authorized for increased profitability and customer satisfaction. Furthermore, the 
risk system may approve or authorize financial transactions that generally fail standard risk 
assessments that use a cut-off risk score to divide the financial transactions into either 
approved or declined groups. As a result, the risk system is capable of re-evaluating some of 
the moderate risk cases for the purpose of securing beneficial financial transactions. 
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FedEx Express 
Customer Support Trace 
3875 Airways Boulevard 
Module H, 4th Floor 
Memphis. IN 38116 



4/13/2004 



U.S. Mail: PO Box 727 
Memphis, TN 38194-4643 

Telephone: 901-389-3600 



Dear Customer: 



Here is the proof of delivery for the shipment with tracking number 842567515101 . The shipment 
was released without signature as authorized by the shipper/recipient. 



Delivery Information: 



Signed For By: O.N FILE 
Delivery Location: 9406 MEADOWCROFT 
Delivery Date: November 18, 2003 
Delivery Time: 1405 



Sliipping Information: 



Tracldng No: 842567515101 Ship Date: November 17. 2003 

Recipient Shipper: 

SHARAT SHANKAR JEFF HOPKINS 

KNOBBE IVIARTENS OLSON & BEAR 

9408 MEADOWCFiAFT 3403 10TH ST STE 700 

HOUSTON. TX 77063 RiVERSIDE. CA 925013641 

US US 



Shipment Reference Information: 1 DATA 095A 



Thank you for choosing FedEx Express. We look forward to working with you in the future. 

FedEx Worldwide Customer Service 
1-800-Go-FedEx(8) 

Reference No.: R2004041 300122427701 



http://www.fedex.com/cgi-bin/spod 



4/13/2004 



ttnolite Martens DUn 6 Bear LLP ^ Sm"^' 

Melleciual Property Law Rl\/mld$ OA 92501 

Fsxm781'4507 
wymJandbjcm 



November 17, 2003 
VIA FEDERAL EXPRESS 



Mr. Sharat Shankar 
9406 Meadowcrafl 
Houston, TX 77063 

Re: U.S. Patent Applications for: 

"DATA VALroATION SYSTEMS AND METHODS FOR FINANCIAL 

TRANSACTIONS*' 

U.S. Application No.: 10/671,001 

Filed: September 25, 2003 

Our Reference: 1DATA.095A 

«DATA VALIDATION SYSTEMS AND METHODS FOR USE IN 
FINANCIAL TRANSACTIONS" 
U.S. Application No.: 10/671,000 
Filed: September 25, 2003 
V . Our Reference: 1DATA.043A 

Dear Mr. Shankar: 

In order to expedite the filing of these applications and secure filing dates, the 
applications were submitted to the U.S. Patent and Trademark Office ('XTSPTO") unsigned. To 
maintain the filing dates and sustain the pendency of the applications, the enclosed documents 
must be executed and filed in the U.S. Patent and Trademark Office. 

Please review and sign the enclosed Declaration by Inventors and Assignment and return 
them to me in the enclosed envelope for filing in the U.S. Patent and Trademark Office. The 
documents should only be signed if they are accurate and complete in their present form. Please 
note that the Assignment should be notarized. I have enclosed copies of the applications as filed 
for your reference. 



Orange County San Diego San Francisco Los Angeles San Luis Obispo 

949^760^04 6^35^50 415-954^114 310-5514450 805-547^580 



. ' KbdMb Martens DIsod & Bear U f ^ 



Mr, Sharat Shaokar 
November 17, 2003 
Page -2- 

If you have any questions, please call. 

Sincerely, 

Jeffrey A. Hopkins 
Patent Agent 

Enclosures 
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Attorney's Jocket No. 1DATA.D43A 



DECLARATION - USA PATENT APPLICATION 
As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name; 

I believe I am an original, first and joint inventor of the subject matter which is claimed 
and for which a patent is sought on the mvention entitled DATA VALIDATION SYSTEMS 
AND METHODS FOR USE IN FINANCIAL TRANSACTIONS; the specification of \vhich 
was filed on September 25, 2003 as Application Serial No. IO/67I9OOO. 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by any amendment referred to above; 

I acknowledge the duty to disclose information which is material to patentability as 
defined in Title 37, Code of Fed^l Regulations, § 1.56; 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and behef are believed to be true; and fiirther that these 
statements were made with the knowledge that willfiil false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willful, false statements may jeopardize the validity of the application or any 
patent issued thereon. 



Full name of first inventor: Boris Belyi 

Inventor's signature 

Date 

— , 

Residence: 5740 Braesvalley Drive, Houston, Texas 77096 

Citizenship: 

Post Office Address: 5740 Braesvalley Drive, Houston, Texas 77096 



Attorneys x^icket No. 1DATA.043A 

Full name of second inventor: Sharat Shankar 

Inventor's signature 

Date 

Residence: 9406 Meadowcraft, Houston, Texas 77063 
Citizenship: India 

Post Office Address: 9406 Meadowcraft, Houston, Texas 77063 



Page 2 



Send Correspondence To: 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

Customer No. 20^95 
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Application No.: 10/671,000 
Filing Date: September 25, 2003 



i PATENT 
aientCode: 1DATA.043A 
Pagel 



ASSIGNMENT 

WHEREAS, We, Boris Belyi, a citizai of ^ , residing at 5740 Braesvalley Drive, 

Houston, Texas 77096 and Sharat Shankar, a citizen of India, residing at 9406 Meadowcraft, Houston, Texas 77063, have 
invented certain new and useful improvements in DATA VALIDATION SYSTEMS AND METHODS FOR USE IN 
FINANCIAL TRANSACTIONS for whidi we have filed an application for Letters Patent in flie United States. Application 
No. 10/671,000, filed September 25, 2003; 

AND WHEREAS, First Data Corporation (hereinafter "ASSIGNEE"), a Delaware Corporation, with its principal 
place of business at 12500 East Belford Avenue, Suite M21 A2, Englewood, CO 801 12-5939, desires to acquire tiie entire 
right, tide, and interest in and to the said improvements and the said Application: 

NOW, THEREFORE, in consideration of good and valuable consideration, the receipt of which is h^eby 
acknowledged, we, the said inventors, do hereby acknowledge that we have sold, assigned, transferred and set over, and by 
these presents do hereby sell, assign, transfer and set over, unto the said ASSIGNEE, its successors, legal representatives 
and assigns, the entire right, tide, and interest throughout the world in, to and under the said improvements, and the said 
application and all provisional applications relating tiiereto, and all divisions, renewals and continuations thereof, and all 
Letters Patent of the United States which may be granted thereon and all reissues and extensions thereof, and all rights of 
priority under International Conventions and applications for Letters Patent which may hereafter be filed for said 
improvements in any coimtiy or countries foreign to the United States, and all Letters Patent which may be granted for said 
in^rovements in any country or countries foreign to the United States and all extensions, r^ewals and reissues thereof; 
and we hereby authorize and request the Commissioner of Patents of the United States, and any Official of any country or 
countries foreign to the United States, whose duty it is to issue patents on appHcations as aforesaid, to issue all Letters 
Patent for said improvements to die said ASSIGNEE, its successors, legal representatives and assigns, in accordance with 
the terms of this instrument 

AND WE HEREBY covenant and agree that we will communicate to tiie said ASSIGNEE, its successors, legal 
representatives and assigns, any facts known to us respecting said in^rovements, and testify in any legal proceeding, sign 
all lawful papers, execute all divisional, continuing and reissue applications, make all rightful oaths and generally do 
eveiytiiing possible to aid the said ASSIGNEE, its successors, legal representatives and assigns, to obtain and enforce 
proper patent protection for said improvements in all countries. 

IN TESTIMONY WHEREOF, I hereunto set my hand and seal this day of , 20_. 



Boris Belyi 

STATE OF 1 

^ ss. 

COUNTY OF J 

On , before me, , personally appeared Boris Belyi 

personally known to me (or proved to me on the basis of satisfiictory evidence) to be the person(s) whose name(8) is/are 
subscribed to the within instnmient, and adcnowledged to me that he executed the same in his authorized capacity(ies), and 
fliat by his signature(s) on the instmment the per5on(s), or the entity upon behalf of which the person(s) acted, executed the 
instrument. 

WITNESS my hand and official seal. 



[SEAL] 



Not^ Signature 



Application No.: 10/671,000 
Filing Date: September 25, 2003 



PATENT 
Client Code: 1DATA.043A 
Page 2 



IN TESTIMONY WHEREOF, I hereunto set my hand and seal this day of. 



^20_. 



Sharat Shankar 



STATE OF 
COUNTY OF 



\ ss. 



On , before me, , personally appeared Sharat Shankar 

personally known to me (or proved to me on the basis of satisfactory evidence) to be the peF5on(s) whose name(s) is/are 
subscribed to the within instrument, and acknowledged to me that he executed the same in his authorized capacity(ies), and 
that by his signdture(s) on the instrument the person(s), or the entity upon behalf of which the person(s) acted, executed the 
instrument 



WITOESS my hand and official seal. 

[SEAL] 

Notaiy Signature 
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Attomeyis^cketNo. 1DATA.095A 



DECLARATION - USA PATENT APPLICATION 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name; 

I believe I am an original, first and joint inventor of the subject matter which is claimed 
and for which a patent is sought on the invention entitled DATA VALIDATION SYSTEMS 
AND METHODS FOR FINANCIAL TRANSACTIONS; the specification of which was filed on 
September 25, 2003 as Application Serial No. 10/671,001. 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by any amendment referred to above; 

I acknowledge the duty to disclose information which is material to patentability as 
defined in Title 37, Code of Federal Regulations, § 1.56; 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on mformation and belief are believed to be true; and furttier that these 
statements were made with the knowledge that willful false statements and the like so made are 
pimishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willful, false statements may jeopardize the validity of the appUcation or any 
patent issued thereon. 



Full name of first inventor: Boris Beiyi 

Inventor's signature 

Date ; 

Residence: 5740 Braesvalley Drive, Houston, Texas 77096 

Citizenship: 

Post Office Address: 5740 Braesvalley Drive, Honston, Texas 77096 



Page 2 



Attome/s ^Uket No. 1DATA:095A 



Full name of second inventor: Sharat Shankar 

Inventor's signature . 

Date 

Residence; 9406 Meadowcraft, Houston, Texas 77063 
Citizenship: India 

Post Office Address: 9406 Meadowcraft, Houston, Texas 77063 



Send Correspondence To: 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

Customer No. 20,995 
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Application No.: 10/671,001 
Piling Date: S^tember 25, 2003 
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ASSIGNMENT 

WHEREAS, We, Boris Belyi, a citizen of . , residing at 5740 Braesvalley Drive, 

Houston, Texas 77096 and Sharat Shankar, a citizen of India, residing at 9406 Meadowcraft, Houston, Texas 77063, have 
invented certain new and useful improvements in DATA VALIDATION SYSTEMS AND METHODS FOR FINANCIAL 
TRANSACTIONS for which we have filed an application for Letters Patent in flie United States, Application No. 
10/671,001, filed Sqjtember 25, 2003; 

AND WHEREAS, First Data Coiporation (hereinafter "ASSIGNEE"), a Delaware Corporation, with its principal 
place of business at 12500 East Belford Avenue, Suite M21A2, Englewood, CO 80112-5939, desires to acquire the entire 
right, title^ and interest in and to the said improvements and the said Application: 

NOW, THEREFORE, in considoation of good and valuable consideration, the receipt of which is hereby 
acknowledged, we, the said inventors, do hereby acknowledge that we have sold, assigned, transferred and set over, and by 
these presents do hereby sell, assign, transfer and set over, unto the said ASSIGNEE, its successors, legal representatives 
and assigns, the entire right, title, and interest throughout the world in, to and under the said improvements, and the said 
application and all provisional applications relating thereto, and all divisions, renewals and continuations thereof and aU 
Letters Patent of the United States which may be granted thereon and all reissues and extensions thereof, and all righte of 
priority under International Conventions and applications for Letters Patent which may hereafter be filed for said 
improvements in any country or countries foreign to the United States, and all Letters Patent which may be granted for said 
improvements in any country or countries foreign to the United States and all ext^ions, r^ewals and reissues hereof; 
and we hereby authorize and request the Commissioner of Pat^ts of flie United States, and any Official of any country or 
countries foreign to the United States, whose duty it is to issue patents on applications as aforesaid, to issue all Letters 
Patent for said improvements to the said ASSIGNEE, its successors, legal representatives and assigns, in accordance, with 
the t^ms of this instrument. 

AND WE HEREBY covenant and agree diat we will communicate to the said ASSIGNEE, its successois, legal 
representatives and assigns, any facts known to us respecting said, improvements, and testify in any legal proceeding, sign 
all lawful papers, execute all divisional, continuing and reissue applications, make all rightful oaths and generally do 
everything possible to aid die said ASSIGNEE, its successors, legal representatives and assigns, to obtain and enforce 
proper patmt protection for said improv^ents in aU countries. 

IN TESTIMONY WHEREOF, I hereunto set my hand and seal this day of , 20_. 



Boris Belyi 

STATE OF 1 

\ ss. 

COUNTYOF J 

On , before me, pmonally appeared Boris Belyi 

personaDy known to me (or proved to me on the basis of satisfectory evidCTice) to be the person(s) whose name(5) is/are 
subscribed to the withm instrument, and acknowledged to me that he executed the same in his authorized capacity(ies), and 
that by his signature(s) on the instrument the person(s), or the entity upon behalf of which the person(s) acted, executed the 
instrument 

WITNESS my hand and official seal. 



[SEAL] 



Notary Signature 



AppUcationNo.: 10/671,001 
Filing Date: S^tember 25, 2003 



PATENT 
aient Code: 1DATA.095A 
Page 2 



IN TESTIMONY WHEREOF, I hereunto set my hand and seal this day of , 20_. 



Sharat Shankar 

STATEOF 1 

\ ss. 

COUNTY OF J 

On , before me, , personally appeared Sharat Shankar 

personally known to me (or proved to me on the basis of satisfactory evidence) to be the person(8) whose name(s) is/are 
subscribed to the within instrument, and acknowledged to me that he executed the same in his authorized capacity(ies), and 
that by his signature(s) on the instrument tiie person(s), or the entity upon behalf of which the person(s) acted, executed the 
instrument 

WITNESS my hand and official seal. 

[SEAL] . . 

Notary Signature 
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4/13/2004 
Dear Customer: 



FedEx Express 
Customer Support Trace 
3875 /Virways Boulevard 
Module H. 4th Floor 
Memphis. TN 38116 



U.S. Mall: PO Box 727 
Memphis. TN 38194-4643 

Telephone: 901-369-3600 



Here is the proof of delivery for the shipment with tracking numl>er 842567515086. The shipment 
was released without signature as authorized by the shipper/recipient. 



Delivery Information: 



signed For By: J EFF HOPKINS 
Delivery Location: 5740 BRAESVALLEY 
Delivery Date: January 9, 2004 
Delivery Time: 1417 



Slilpping Information: 



Traclclng No: 842567515086 

Recipient: 
BORIS BELYI 

6740 BRAESVALLEY DR 
HOUSTON. TX 77098 
US 



Ship Date: January 8. 2004 

Shipper: 
JEFF HOPKINS 

KNOBBE MARTENS OLSON & BEAR 
340310THSTSTE700 
RIVERSIDE. CA 925013641 
US 



Shipment Reference Information: 10ATA 043A 



Thank you for choosing FedEx Express. We loolc fon^vard to workbig with you in the future. 

FedEx Worldwide Customer Service 
1-800-Go-FedEx<S) 

Reference No.: R2004041300l2j2424551 



htlp.7/www.fedex.coni/cgi-bm/spod 



4/13/2004 



Intella^alPnpartyLaw MwsM»CA92S0f 

Faxmrn-m 

mmJanobjoom 



January 8, 2004 
VIA FEDERAL EXPRESS 
SECOND REQUEST 



Mr. Boris Belyi 

5740 Braesvalley Drive 

Houston, TX 77096 

Re: U.S. Patent ^plications for 

"DATA VALroATION SYSTEMS AND METHODS FOR FINANCIAL 
TRANSACTIONS" 

U.S. Application No,: 10/671,001 
Filed: September 25, 2003 
Our Reference: 1DATA.095A 

"DATA VALIDATION SYSTEMS AND METHODS FOR USE IN 
FINANCIAL TRANSACnONS" 
U.S. AppUcationNo.: 10/671,000 
• Filed: Sqjtranbw 25, 2003 
OurRefeence: 1DATA.043A 

Dear Mr. Belyi: 

In ordo- to expedite the filing of these q)plications and secure filing dates, the 
applications were submitted to the U.S. Patent and Trademark Office CTJSPTO") unsigned. To 
maintain tiie filing dates and suistain the pendency of tiie applications, the enclosed documents 
must be executed and filed in the U.S. Patent and Tradranaik Office by F^ruary 19.2004 . 

Please review, complete and sign the enclosed Declaration by Inventors and Assignm^t 
and return them to me in the enclosed envelope for fiUng in the U.S. Patent and Trademark 
Office. The documoite should only be signed if they are accurate and con^Iete in their preset 
fonsL Please note that the Assignment should be notarized. 



OrMMComty San Diego San Francisco LosAngalos San Luis Obispo 

949^6(h0404 ei9-235-8S50 415-954^114 310-55f-3450 805^-5580 



Mr. Boris Belyi 
January 8, 2004 
Page -2- 



If you have any questions, please call 



Enclosures 



Sincerely, 



JeflBrey A.fHopKins 
Patent Agent 
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Attorney's uocket No. 1DATA.043A 



DECLARATION - USA PATENT APPLICATION 
As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name; 

I believe I am an original, first and joint inventor of the subject matter which is claimed 
and for which a patent is sought on the invention entitled DATA VALIDATION SYSTEMS 
AND METHODS FOR USE IN FINANCIAL TRANSACTIONS; the specification of which 
was filed on September 25, 2003 as Application Serial No. 10/671,000. 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by any amendment referred to above; 

I acknowledge the duty to disclose information which is material to patentability as 
defmed in Title 37, Code of Federal Regulations, § 1.56; 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and belief are believed to be true; and fiirther that these 
statements were made vnUi the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such will&l, false statements may jeopardize the validity of the application or any 
patent issued thereon. 



Full name of first inventor: Boris Beiyi 

Invmtor's signature 

Date 

Residence: 5740 Braesvalley Drive, Houston, Texas 77096 

Citizenship: 

Post Office Address: 5740 Braesvalley Drive, Houston, Texas 77096 



Page 2 



Attorney's socket No. 1DATA.043A 



Full name of second inventor: Sharat Shankar 

fiivraitor's signature 

Date ' 

Residence: 9406 Meadowcraft, Houston, Texas 77063 
Citizenship: India 

Post Office Address: 9406 Meadowcraft, Houston, Texas 77063 



Send Correspondence To: 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

Customer No, 20,995 
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PATENT 

AppKcationNo.: 10/671,000 CUentCode: 1DATA.043A 

Filing Date: September 25, 2003 . Page 1 



ASSIGNMENT 

WHEREAS, We, Boris Belyii a citizen of [ , residing at 5740 Braesvalley Drive, 

Houston, Texas 77096 and Sharat Shankar, a citizen of India, residing at 9406 Meadowcraft, Houston, Texas 77063, have 
invented certain new and useful improvements in DATA VALIDATION SYSTEMS AND METHODS FOR USE IN 
FINANCIAL TRANSACTIONS for which we have filed an application for Letters Patent in the United States, Application 
No. 10/671,000, filed September 25, 2003; 

AND WHEREAS, First Data Coiporation (hereinafter "ASSIGNEE"), a Delaware Cbiporation, with its principal 
place of business at 12500 East Belford Avenue, Suite M21A2, Englewood, CO 80112-5939, desires to acquire flie entire 
right, title, and interest in and to the said improvements and the said Application: 

NOW, THEREFORE, in consideration of good and valuably consideration, the receipt of which is hereby 
acknowledged, we, the said inventors, do hereby acknowledge that we have sold, assigned, transferred and set over, and by 
diese presents do hereby sell, assign, transfer and set over, unto the said ASSIGNEE, its successors, legal rq>resentatives 
and assigns, the entire right, title, and interest throughout the world in, to and under the said improvements, and tiie said 
application and all provisional applications relating thereto, and all divisions, renewals and continuations hereof, and all 
Letters Patent of the United States which may be granted thereon and all reissues and extensions fliereof, and all rights of 
priority under International Conventions and applications for Letters Patent which may hereafter be filed for said 
iiiq)rovements in any country or countries foreign to the United States, and all Letters Patent vMch may be granted for said 
improvements in any country or countries foreign to the United States and all extensions, renewals and reissues thereof; 
and we hereby authorize and request the Commissioner of Patents of the United States, and any Official of any coxmtry or 
countries foreign to &e United States, whose duty it is to issue patents on applications as aforesaid, to issue all Letters 
Patent for said improvements to the said ASSIGNEE, its successors, legal representatives and assigns, in accoidance with 
the terms of this instrument. 

AND WE HEREBY covenant and agree that we will communicate to the said ASSIGNEE, its successors, legal 
representatives and assigns, any facts known to us respecting said improvem^ts, and testify in any legal proceeding, sign 
all lawful papers, execute all divisional, continuing and reissue applications, make all rightful oaths and generally do 
everything possible to aid the said ASSIGNEE, its successors, legal representatives and assigns, to obtain and enforce 
proper patent protection for said improvements in all countries. 

IN TESTIMONY WHEREOF, I hereunto set my hand and seal tiiis day of , 20_. 



Boris Belyi 

STATBOF 1 

^ ss. 

COUNTY OF J 

On , before me, , personally appeared Boris Belyi 

.personally known to me (or proved to me on the basis of satisfactory evidence) to be die person(8) whose name(s) is/are 
subscribed to the within instrument, and adcnowledged to me that he executed the same in Us authorized capacity(ies), and 
hat by his signature(s) on tiie instrument the pmon(s), or the ^tity upon bdialf of which the praon(s) acted, executed the 
instnunent. 

WITNESS my hand and official seal. 

(SEAL] 

Notary Signature 



Application No.: 10/671,000 
Piling Date: September 25, 2003 



PATENT 
Client Code: 1DATA.043A 
Page 2 



IN TESTIMONY WHEREOF, I hereunto set my hand and seal this day of 20_. 



Sharat Shankar 

STATEOF 1 

^ ss. 

COUNTYOF J 

On , before me, , personally appeared Sharat Shankar 

personally known to me (or proved to me on the basis of satisfactory evidence) to be the person(s) whose name(s) is/afe 
subscribed to the within instrument, and acknowledged to me that he executed the same in lus authorized capacity(ies), and 
that by his signature(s) on the instrument the pei8on(8), or the entity upon behalf of which the peisonCs) acted, executed the 
instrument. 

WITNESS my hand and official seal 

[SEAL] ■ 

Notary Signature 
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Attomeys'i^c^cketNo. 1DATA.095A 



DECLARATION - USA PATENT APPLICATION 
As a below named inventor, I hereby declare that: 

My residence, post of&ce address and citizenship are as stated below next to my name; 

I believe I am an original, first and joint inventor of the subject matt^ which is claimed 
and for which a patent is sought on the invention entitled DATA VALIDATION SYSTEMS 
AND METHODS FOR FINANCIAL TRANSACTIONS; the specification of which was filed on 
September 25, 2003 as AppUcation Serial No. 10/671,001. 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by any amendment referred to above; 

I acknowledge the du^ to disclose mfoimation which is matoial to patentability as 
defined in Title 37, Code of Federal Regulations, § 1.56; 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on. information and belief are beheved to be true; and further that these, 
statements were made with the knowledge tiiat willfiil false statem^fs and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willfiU, false statements may jeopardize the vaUdity of the application or any 
patent issued thereon. 



Full name of first inventor: Boris Beiyi 

Inventors signature _^ 

Date 

Residence: 5740 Braesvalley Drive, Houston, Texas 77096 
Citizenship: 

Post Office Address: 5740 Braesvalley Drive, Houston, Texas 77096 



Page 2 Attome/sj^ocketNo. 1DATA.095A 

Full name of second inventor: Sharat Shankar 

Inventor's signature 

Date 

Residence: 9406 Meadowcraft, Houston, Texas 77063 
Citizenship: India 

Post Office Addles: 9406 Meadowcraft, Houston, Texas 77063 



Send Correspondence To: 

KNOBBB, MARTENS, OLSON & BEAR, LLP 

Customer No. 20,995 
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Application No.: 10/671,001 
Filing Date: September 25, 2003 



PATENT 

CUentCode: 1DATA.095A 
Pagel 



ASSIGNMENT 



WHEREAS, We, Boris Belyi, a citizen of 



, residing at 5740 Braesvalley Drive, 

Houston, Texas 77096 and Sharat Shankar, a citizen of India, residing at 9406 Meadowcraft, Houston, T^as 77063, have 
invented certain new and useful improvements in DATA VALIDATION SYSTEMS AND METHODS FOR FINANCIAL 
TRANSACTIONS for which we have filed an application for Letters Patent in the United States, Application No. 
10/671,001, filed September 25, 2003; 

AND WHEREAS, First Data Corporation (hereinafter "ASSIGNEE"), a Delaware Corporation, with its principal 
place of business at 12500 East Belford Avenue, Suite M21A2, Englewood, CO 80112-5939, desires to acquire die entire 
right, title, and interest in and to the said improvements and the said Application: 

NOW, THEREFORE, in consideration of good and valuable consideration, the receipt of which is hereby 
acknowledged, we, the said inventors, do hereby acknowledge that we have sold, assigned, transfeixed and set over, and by 
these presents do hereby sell, assign, transfer and set over, unto the said ASSIGNEE, its successors, legal rq>resentatives 
and assigns, the entire right, title, and interest throughout the world in, to and under the said improvements, and the said 
application and all provisional applications relating thereto, and all divisions, renewals and continuations thereof, and all 
Letters Patent of the United States which may be granted thereon and all reissues and extensions thereof, and all rights of 
priority imder International Conv^tions and applications for Letters Patent which may herea^r be filed for said 
inqsrovements in any country or countries foreign to die United States, and all Letters Patent which may be granted for said 
improv^ents in any country or countries foreign to the United States and all extensions, renewals and reissues thereof; 
and we hereby authorize and request the Commissioner of Patents of the United States, and any Official of any country or 
countries foreign to the United States, whose duty it is to issue patents on applications as aforesaid, to issue all Letters 
Patent for said improvements to the said ASSIGNEE, its successors, legal representatives and assigns, in accordance widi 
the terms of this instnmient. 

AND WE HEREBY covenant and agree that we will communicate to the said ASSIGNEE, its successors, legal 
representatives and assigns, any facts known to us respecting said improvements, and testify in any legal proceeding, sign 
all lawful papers, execute all divisional, continuing and reissue applications, make all rightful oaths and generally do 
evezything possible to aid the said ASSIGNEE, its successors, legal representatives and assigns, to obtain and enforce 
proper patent protection for said improvements in all countries. 



IN TESTIMONY WHEREOF, I hereunto set my hand and seal this day of ^ 



.20 



Boris Belyi 



STATE OF 

COUNTY OF 
On 



before me, 



personally appeared Boris Belyi 



personally known to me (or proved to me on the basis of satisfactory evidenice) to be the person(s) whose name(&) is/are 
subscribed to die within instrument, and acknowledged to me diat he executed the same in his authorized capacity(ies), and 
diat by his signature(s) on the instrument die person(s), or the entity upon bdialf of which the pason(s) acted, executed die 
instrument. 



WITNESS my hand and official seal 



[SEAL] 



Notary Signature 



PATENT 

Application No.: 10/671,001 Client Code: 1DATA.095A 

Filing Date: September 25, 2003 Page 2 



IN TESnMONV WHEREOF, I hereunto set my hand and seal this day of , 20_. 



SharatShankar 

STATE OF 1 

} ss. 

COUNTYOF J 

On , before me, personally appeared Sharat Shankar 

personally known to me (or proved to me on the basis of satisfactory evidence) to be the person(8) whose Dame(s) is/ate 
subscribed to tiie within instrument, and acknowledged to me that he executed the same in his authorized capacity(ies), and 
that by his signature(s) on the instrument die person(s}, or &e entity upon behalf of which (he person(s) acted, executed die 
instrument. 

WITNESS my hand and ofHcial seal. . 

[SEAL] - 



Notary Signature 
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FedEx Express 
Customer Support Trace 
3875 Airways Boulevard 
Module H, 4th Floor 
Memphis. TN 36116 



U.S. Mail:PO Box 727 
Memphis, TN 36194-4643 

Telephone: 901-369-3600 



4/13/2004 



Dear Customer: 



Here Is the proof of delivery for the shipment with tracking number 842567514940. The shipment 
was released without signature as authorized by the shipper/recipient. 



Delivery Information: 

Signed For By: J HOPKJNS 
Delivery Location: 9406 MEAOOWCROFT 
Delfvery Date: January 12. 2004 
Delivery Time: 1533 



Shipping Information: 



Tracking No: 842667514940 Ship Date: January 8, 2004 

Recipient- ' Shipper 

SHARAT SHENKER JEFFREY HOPKINS 

KNOBBE MARTENS OLSON & BEAR 

9406 MEADOWCRAFT 3403 10TH ST STE 700 

HOUSTON. TX 77063 RIVERSIDE. CA 925013641 

US US 



Shipment Reference Information: 1 DATA 095A 



Thank you far choosing FedEx Express. We look forward to working with you in the future. 

FedEx Worldwide Customer Service 
1-800-Go-FedEx® 

Reference No.: R2004041300125723283 



httn!//www.fedex.com/cai-hin/5snod 



4/13/2004 



KmUR Maptens nyi & Reap UP 



> 340$Tm(hSlnel 
SiOtTOO 

Intolleetual Property Law mfmlil0CA925O1 

Teim-7814231 
Faxm781-4507 
wmJmAjcom 



January 8, 2004 
VIA FEDERAL EXPRESS 
SECOND REQUEST 



Mr. Shaiat Shaokar 
9406 Meadowcrait 
Houston, TX 77063 

Re: U.S. Patent Applications f<H-: 

"DATA VALIDATION SYSTEMS AND METHODS FOR FINANCIAL 

TRANSACTIONS" 

U.S. Application No.: 10/671,001 

Filed: September 25, 2003 

Our Reference: 1DATA.095A 

"DATA VALIDATION SYSTEMS AND METHODS FOR USE IN 
FINANCLAL TRANSACTIONS" 
U.S. Application No.: 10/671,000 
Filed: September 25, 2003 
Our Reference: 1DATA.043A 

Dear Mr. Shankar: 

In order to expedite the filing of these applications and secure filing dates, the 
qjplications were submitted to the U.S. Patent and Trademark Office CUSPTO") unsigned. To 
maintain the filing dates and sustain the pendency of the applications, the enclosed documents 
must be executed and filed in the U.S. Patait and Trademark Office by February 19. 2004 . 

Please review and sign the enclosed Declaration by Inventors and Assignment and return 
them to me in the enclosed envelope for filing in the U.S. Patent and Trademark Office. The 
documaits should only be signed if they are accurate and complete in their present form. Please 
note that the Assignment should be notarized. 



^^ii9VS^ Diego Sanf^clsco Los Angela San Lula Obl^o 

949-79Mm 819-235^550 415-95i-4114 310-551-3450 805-547-5580 



HmMb Mapteng Olsoii & Bear ii^. ^ 



Mr. Sharat Shankar 
January 8, 2004 
Page -2- 



If you have any questions, please call. 

Sincerely, 



Jef&ey A. Hopkins 
Patent Agent 

Enclosures 
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Attorney's socket No. 1DATA.043A 



DECLARATION - USA PATENT APPLICATION 
As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name; 

I believe I am an original, first and joint inventor of the subject matter which is claimed 
and for which a patent is sought on the invention entitled DATA VALIDATION SYSTEMS 
AND METHODS FOR USE IN FINANCIAL TRANSACTIONS; the specification of which 
was filed on September 25, 2003 as Application Serial No. 10/671,000, 

I hereby state that I have reviewed and understand the contents of the above identified 
specification^ including the claims^ as amended by any amendment referred to above; 

I acknowledge the duty to disclose information which is material to patentability as 
defmed in Title 37, Code of Federal Regulations, § 1.56; 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on infomiation and beUef are beUeved to be true; and further that these 
statements were made with the knowledge that willfiil false statements and flie like so made are 
punishable by fine or unprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willfiil, false statements may jeopardize the vaUdity of the application or any 
patent issued thereon. 



Full name of first inventor: Boris Belyi 

InvOTtor's signature 

Date 

Residrace: 5740 Braesvalley Drive, Hoaston, Texas 77096 
Citizenship: 

Post 0£Gce Address: 5740 Braesvalley Drive, Houston, Texas 77096 



Page 2 



Attorneys socket No. 1DATA.043A 



Full name of second inventor: Sharat Shankar 

. Inventor's signature 

Date^ ; 

Residence: 9406 Meadowcraft, Houston, Texas 77063 
Citizenship: India 

Post Office Address: 9406 Meadowcraft, Houston, Texas 77063 



Send Correspondence To: 

KNOBBB, MARTENS, OLSON & BEAR, LLP 

Customer No. 20,995 
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PATENT 

Application No.: 10/671,000 CaientCode: 1DATA.043A 

Filing Date: September 25, 2003 . Page 1 



ASSIGNMENT 

WHEREAS, We, Boris Belyij a citizen of , residing at 5740 Braesvalley Drive, 

Houston, Texas 77096 and Sharat Shankar, a citizen of India, residing at 9406 Meadowcraft, Houston, Texas 77063, have 
invented certain new and useful inq)rovements in DATA VALIDATION SYSTEMS AND METHODS FOR USE IN 
FINANCIAL TRANSACTIONS for which we have filed an apphcation for Letters Patent in the United States, Application 
No. 10/671,000, filed September 25, 2003; 

AND WHEREAS, First Data Corporation (hereinafter "ASSIGNEE"), a Delaware Corporation, wifli its principal 
place of business at 12500 East Belford Avenue, Suite M21A2, Englewood, CO 80112-5939, desires to acquire (he entire 
right, title, and interest in and to the said improvements and the said Application: 

NOW, THEREFORE, in consideration of good and valuable consideration, the receipt of which is hereby 
acknowledged, we, die said inventors, do hereby acknowledge that we have sold, assigned, transferred and set over, and by 
diese presoits do' hereby sell, assign, transfer and set over, unto die said ASSIGNEE, its successors, legal representatives 
and assigns, the entire right, tide, and interest throughout the world in^ to and under the said improvements, and the said 
application and all provisional applications relating thereto, and all divisions, renewals and continuations thereof, and all 
Letters Patent of die United States which may be granted diereon and all reissues and extensions thereof, and all rights of 
priority under International Conventions and applications for Letters Patent which may hereafter be filed for said 
in^rovements in any country or countries foreign to the United States, and all Letters Patent which may be granted for said 
improvements in any country or countries foreign to the United States and all extensions, renewals and reissues thereof; 
and we hereby authorize and request the Commissioner of Patents of the United States, and any OfELcial of any country or 
countries foreign to the United States, whose duty it is to issue patents on application^ as aforesaid, to issue all Letters 
Patent for said improvements to die said ASSIGNEE, its successors, legal repres^itatiyes and assigns, in accordance with 
the terms of this instrument. 

AND WE HEREBY covenant and agree that we will communicate to the said ASSIGNEE, its successors, legal 
representatives and assigi^, any facts known to us respecting said improvements, and testify in any legal proceeding, sign 
all lawfiil papers, execute all divisional, continuing and reissue applications, make all rightfiil oaths and generally do 
everything possible to aid the said ASSIGNEE, its successors, legal representatives and assigns, to obtain and enforce 
proper patent protection for said improvements in all countries. 

IN TESTIMONY WHEREOF, I hereunto set my hand and seal diis day of , 20_. 



Boris Belyi 

STATE OF 1 

\ SB. 

COUNTYOF J 

On , before me, , personally appeared Boris Belyi 

.personally known to me (or proved to me on the basis of satisfactory evidence) to be the per8on(8) whose name(s) is/are 
subscribed to the within mstrument, and adcnowledged to me that he executed the same m his authorized capacity(ies), and 
hat by his signature(s) on tiie mstrument the person(s), or the ^ty upon behalf of which the personCs) acted, executed tiie 
instmment. ^ 

WITNESS my hand and official seal. 

[SEAL] 

Notary Signature 



Application No.: 10/671,000 
Filing Date: September 25, 2003 



i 



Client Code: 



PATENT 
1DATA.043A 
Page 2 



IN TESTIMONY WHEREOF, I hereunto set my hand and seal ibis day of 20_. 



SharatShankar 

STATE OF 1 

} ss. 

COUNTYOF J 

On , before me, [ , personally appeared Sharat Shankar 

personally known to me (or proved to me on the basis of satisfactory evidence) to be flie person(s) whose name(s) is/afe 
subscribed to the within instrument, and acknowledged to me that he executed the same in his authorized capacity(ies), and 
that by his sigQature(s) on the instrumrat the person(8), or the entity upon bdialf of which the pei8on(s) acted, executed the 
instrument. 

WITNESS my hand and official seal. 

[SEAL] 

Notary Signature 
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Attomeys'i^^^cketNo. 1DATA,095A 



DECLARATION - USA PATENT APPLICATION 
As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name; 

I believe I am an original, first and joint inventor of the subject matter which is claimed 
and for which a patent is sought on the invention entitled DATA VALIDATION SYSTEMS 
AND METHODS FOR FINANCIAL TRANSACTIONS; the specification of which was filed on 
September 25, 2003 as Apphcation Serial No. 10/671,001 . 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by any amendment referred to above; 

I acknowledge the duty to disclose information which is material to patentability as 
defined in Title 37, Code of Federal Regulations, § 1 .56; 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statemrats made on . information and belief are beheved to be true; and further that tiiese. 
statements were made with the knowledge that willful false statem^ils and fiie like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code and that such willfiil, false statements may jeopardize the validity of the application or any 
patent issued thereon. 



Full name of first inventor: Boris Belyi 

Inventor's signature 

Date 

Residence: 5740 Braesvailey Drive, Hoaston, Texas 77096 

Citizenship: 

Post Office Address: 5740 Braesvailey Drive, Houston, Texas 77096 



Page 2 Attorney's socket No. 1DATA.095A 

Full name of second inventor: Sharat Shankar 

Inventor's signature 

Date 

Residence: 9406 Meadowcraft, Houston, Texas 77063 
Citizenship: India 

Post Office Address: 9406 Meadowcraft, Houston, Texas 77063 



Send Correspondence To: 

KNOBBE, MARTENS, OLSON & BEAR, LLP 

Customer No. 20,995 
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Application No.: 10/671,001 
Filing Date: September 25, 2003 



Client Code: 



PATENT 

1DATA.095A 
Page 1 



ASSIGNMENT 

WHEREAS, We, Boris Belyi, a citizen of , , residing at 5740 Biaesvalley Drive. 

Houston, Texas 77096 and Sharat Shankai, a citizen of India, residing at 9406 Meadowciail, Houston, Texas 77063, have 
invented certain new and useful improvements in DATA VALIDATION SYSTEMS AND METHODS FOR FINANCIAL 
TRANSACTIONS for which we have filed an application for Letters Patent in the United States, Application No. 
10/671,001, filed September 25, 2003; 

AND WHEREAS, First Data Corporation (hereinafter "ASSIGNEE"), a Delaware Corporation, with its principal 
place of business at 12500 East Belford Avenue, Suite M21A2, Englewood, CO 80112-5939, desires to acquire the entire 
right, title, and interest in and to the said improvements and the said Application; 

NOW, THEREFORE, in consideration of good and valuable consideration, the receipt of which is hereby 
acknowledged, we, the said inventprs, do h^eby acknowledge that we have sold, assigned, transferred and set over, and by 
these presents do hereby sell, assign, transfer and set over, unto the said ASSIGNEE, its successors, legal representatives 
and assigns, the entire right, title, and interest throughout the world in, to and under &e said improvements, and the said 
application and all provisional applications relating diereto, and all divisions, renewals and continuations thereof, and all 
Letters Patent of the United States which may be granted thereon and all reissues and extensions thereof, and all rights of 
priority under International Conventions and applications for Letters Patent which may hereafter be filed for said 
inq)rovements in any country or countries foreign to die United States, and all Letters Patent which may be granted for said 
in^rovements in any country or countries foreign to the United States and all ext^ions, renewals and reissues thereof; 
and we hereby authorize and request the Commissioner of Patents of die United States, and any Official of any country or 
countries foreign to the United States, whose duty it is to issue patents on applications as aforesaid, to issue all Letters 
Patent for said improvements to the said ASSIGNEE, its successors, legal representatives and assigns, in accordance with 
the terms of this instrument. 

AND WE HEREBY covenant and agree that we will commxmicate to the said ASSIGNEE, its successors, legal 
representatives and assigns, any facts known to us respecting said improvements, and testify in any legal proceeding, sign 
all lawful papers, execute all divisional, continuing and reissue applications, make all rightfiil oaths and generally do 
everything possible to aid the said ASSIGNEE, its successors, legal representatives and assigns, to obtain and enforce 
proper patent protection for said improvements in all countries. 

IN TESTIMONY WHEREOF, I hereunto set my hand and seal this day of , 20_. 



Boris Belyi 

STATE OF 1 

[ ss. 

OOUNTYOF J 

On " , before me, , personally appeared Boris Belyi 

personally known to me (or proved to me on the basis of satisfactory evidence) to be the person(s) whose name(s) is/are 
subscribed to die within instrument, and acknowledged to me that he executed die same in his authorized capacity(ies), and 
that by his signature(s) on die instrument the person(s), or the entity vtpon behalf of which die per8on(s) acf^ executed die 
instrument. 

WITNESS my hand and official seal. 



[SEAL] 



Notary Signature 



PATENT 

Application No.: 10/671,001 Client Code: 1DATA.095A 

Filing Date: September 25, 2003 Page 2 



IN TESTIMONY WHEREOF, I hereunto set my hand and seal this day of , 20_ 



Sharat Shankar 

STATE OF 1 

^ ss. 

COUNTYOF J 

On . before me, , personally appeared Sharat Shankar 

personally known to me (or proved to me on the basis of satisfactory evidence) to be the person(8) whose name(s) is/are 
subscribed to the within instrument, and acknowledged to me that he executed the same in his authorized capacity(ies), and 
(hat by his 8ignatuie(s) on the instrum^ the peison(s}, or the entity upon behalf of which the person(s) acted, executed the 

WITNESS my hand and official seal. 

[SEAL] 



Notary Signature 
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FedEx Express 
Customer Support Trace 
3875 Airways Boulevard 
Module H. 4th Floor 
Memphis. TN 38116 



U.S. Mall: PO Box 727 
Memphis. TN 38194-4643 

Telephone: 901-369-3600 



5/27/2004 



Dear Customer: 



Here Is the proof of delivery for the shipment with tracking number 846382645530. Our records 
reflect the following infonfnatlon. 



Delivery Information: 



Signed For By: S.SHANtCAR 




Delivery Location: 10744 MIDDLEBURYWY 
Delivery Date: April 15, 2004 
Delivery Time: 1555 



Shipping Information: 



Tracking No: 846382645530 



Ship Date: April 14, 2004 



Recipient: 
SHARATSHANKER 

10744 MIDDLEBURY WAY 
LITTLETON, CO 80126 
US 



Shipper: 

JEFFREY HOPKINS 

KNOBBE MARTENS OLSON & BEAR 

3403 10TH ST STE 700 

RIVERSIDE. OA 925013641 

US 



Shipment Reference Infomiation: 



1 DATA043A/095A 



ThanIc you for choosing FedEx Express. We look forward to working with you in the future. 

FedEx Worldwide Customer Service 
1-800-Go-FedEx® 

Reference No.: R20040527001 29888632 



http://www.fedex.com/cgi-bin/spod 



5/27/2004 



. HnoUie nMns QIO S Bear UP 



34nT«aist9tt 

SiOaTOO 



Intellectual Property Law 



vimMmObjBom 



April 14, 2004 
VIA FEDERAL EXPRESS 



Mr. Sharat Shankar 
10744 Middlebuiy Way 
Littleton, CO 80126 



Re: U.S. Patent .plications for 



*a)ATA VALroATION SYSTEMS AND METHODS FOR USE IN 
FINANCIAL TRANSACnONS** 

U.S. Application No.: 1 0/671,000 
Filed: September 25, 2003 
Our Reference: 1DATA.043A 

"DATA VALm ATION SYSTEMS AND METHODS FOR FINANCIAL 

TRANSACTIONS'* 

U.S. AppUcation No.: 10/671,001 

Filed: Septranber 25, 2003 

Our Reference: 1DATA.095A 



Dear Mr. Shankar 

Thank you for taking the time to speak wifli me on the telephone. Enclosed for your 
reference are copies of the applications as filed. Please review and sign the ^closed Declaration 
by Inventors and Assignment and return them to me in the enclosed raivelope for filing in the 
U.S. Patent and Trademark OiOBce. The documoits should only be. signed if they are accurate 
and complete in thdr present form. Please note that the Assignment should be notarized. 

Please note that in order to expedite the filing of these applications and secure fiUng 
dates, the applications were submitted to the U.S. Pat€»t and Trademark Office CUSPTO") 
unsigned. To maintain the filing dates and sustain the poidency of fiie q>plications, the enclosed 
documents must be executed and filed in the U.S. Patent and TWanark Office by April 19, 
2004 with a two-month extension request. 



OmmComtf San Diego SmRanelaeo Los Angeles San Luis Obispo 




310-S51-3450 




KnoliliB Martens Olson & Beap iiPf 




Mr. Sharat Shankar 
April 14, 2004 
Page -2- 

If you have any questions or need additional infonnation, please call me or Mike 
Trenholm at 909-781-9231, or; as you requested, John King may be reached at 949-760-0404. 



Sincerely, 




Jeffrey A. Hopkins 
Patent Agent 



Bnclosures 
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